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Preface

I am publishing this story somewhat hastily in response to the hue and cry
on the Above Top Secret forums. Apologies in advance for those areas that
I would have improved or omitted entirely had I spent more time thinking
about what others wanted to hear and less time thinking about what I
wanted to say. I attempted, where it occurred to me, to explain the terms
and workings of the things I mention, but I may have forgotten to explain
some items which could cause confusion and/or Google searches. I will
attempt to update this document in the coming weeks as I have time, to
improve the clarity and eliminate elements which may unnecessary or
uninteresting to others.

This began and remains a personal journey, an attempt to reconcile and
understand my own history and work. If you find it interesting, great. If
you don’t, oh well.

The experience I'm about to relate marked the beginning of the end of my
NASA work, the end of the beginning of my awakening. The transparent
and noble institution I believed I knew was hiding something.

For those who want a synopsis, I'll try to post one in a few days. Most of
you already know parts of it, and I felt it most important that I first get
down as many of the specific details as I could to ensure that people
wouldn’t accuse me of the greater crime of making extraordinary claims
without providing context and specifics.

It is fitting that I publish this today, the gth anniversary of the launch of
Mars Odyssey, the orbiter that made possible so much of the Mars rovers’
good science (in spite of all who have sought to limit it).

“John”
https://astroengineer.wordpress.com/

P.S. - I hastily inserted chapter headings to try to break up the text
logically and make it more readable. These don‘t correspond to the original
posting in parts.

Chapter 1: Spirit’s Missing Time

Last January I was at JPL on a project when a colleague of mine in the
unrelated MER program was working a Spirit glitch. Spirit is one of the two
rovers still operating on Mars. Spirit’s expected mission was for a little over
90 days long, but six years later the rover is still operating. Spirit has
performed well beyond expectations, but even the best robot is going to
have its off days. One of these off days was in late January 2009. My friend
and colleague, who I'll call Rich, was a senior software engineer on the
team tasked with maintaining the mobility flight software, the code that
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controlled the rover’'s movements and experiments.

Spirit had refused an instruction. It had been sent instructions to move, it
acknowledged receipt of those instructions, but it did not move. In and of
itself that was not highly unusual, the rover is given license to ignore move
requests it does not believe it can fulfill successfully or safely. But not only
did Spirit not move, its non-volatile flash memory was missing data about
its motionless hours. Through a separate subsystem they were able to
estimate that it had been awake for at least an hour during the gap, but
what it had been doing or why it had decided not to move was unknown.
Imaging before and after the event showed no change, cameras, IDD,
suspension values, terrain; all were the same. This was the mystery my
colleague and his team were engaged in solving. Why did the rover ignore
its command to move? Why did the rover record nothing? Presumably the
one question would answer the other.

They ran a battery of system checks and all appeared nominal. A refusal to
comply can have its origins in the rover having lost track of its orientation,
so they attempted to recover this with an on-board program that uses the
panoramic camera and accelerometers to locate the sun and determine its
own orientation from that. After an initial unrelated failure in this
procedure (the accelerometer package was off) they were able to reacquire
orientation. After a bit more testing and investigation, with more nominal
results, the rover driver (RP) once again prepared move orders that were
vetted and ultimately uplinked. This time the rover moved as expected,
and recorded its activities to flash.

The most probable explanation for the initial faults (the failure to move,
memory loss, loss of orientation) was cosmic rays. Cosmic rays are
energetic particles, usually protons, capable of disrupting electronic
systems they come in contact with. With all systems once again
performing as they should, it would be hard to explain any other way. And
this can happen, cosmic rays have been suspected in the transitory failure
of other satellites, orbiters, and landers. The potential for problems has
been amply demonstrated in labs on earth, and as a result Spirit’s
electronics are somewhat hardened, to the degree reasonable for its
expected exposure.

As part of working the problem, before Spirit had reacquired orientation,

Rich had done a few things to dig deep into the mystery. He had dumped
portions of Spirit's memory to see what he might find through a forensic
examination back on Earth.

Spirit has three kinds of memory: 3 MB EEPROM (like a bootable thumb
drive, where the VxWorks OS lives), 128 MB RAM (like your computer’s
memory), and 256 MB flash memory (like your hard drive). He would have
loved to dump everything, but that was completely impossible. Spirit’s
downlink is far too slow and there are limits to what you can safely dump
from a running system. Downlink usually comes from a combination of
UHF to orbiter to Deep Space Network (DSN) and HGA direct to DSN. UHF
is faster than HGA but limited by having only two 10 minute passes of the
orbiter each sol in which to transmit data for relay. HGA is much slower but
the window is considerably longer, three hours in many cases, ultimately
limited by power, temperature, and visibility of earth. Daily downlink
capability is only about 9 MB per earth day. So, Rich focused on building the
sequences to dump what he suspected would be key portions of flash and
RAM. After thorough testing he got the TAP/SIE to send these on the next
uplink.

The commands were in fact sent, which was actually a pretty big coup for
Rich. The practice of dumping memory for analysis is a common technique
for debugging software on earth, but rarely (possibly never) performed on a
vehicle in space. In this case it was allowed because the specific commands
were deemed very low risk, and the uplink and downlink bandwidths were
otherwise unused as the engineering teams worked the problem in
simulator.

Rich pulled down about 7 MB. He was after regions of flash which might
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hold evidence of a damaged table of contents (TOC), perhaps even hints of
the missing records. He was also looking for regions of RAM that might
contain loaded low level OS code, possibly revealing unusual EEPROM
issues. Also included in what he pulled down were small data samples
taken across the entirety of the flash memory. He had a pet theory that a
cosmic ray memory failure event may leave some sort of signature in the
data on the failed flash memory. He was able to slip this 256kb flash
sampling past the TAP/SIE censors in the guise of sampling for the
evidence of missing records, which arguably it could have been. He
received the data, but had no opportunity to examine it before Spirit was
deemed restored.
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Rich’s regular schedule resumed and it was several days before he had the
time to dive into the data. A terrestrial memory dump is no special thing; it
is a computer’s dejecta, something a software engineer wants to deal with
only when he must. But a memory dump from a craft on Mars? Now that’s
something special. So on his first day off he began to examine what they’d
pulled down. The first few hours were spent writing code to help the
analysis, to separate the single block of data received back into its original
and separate parts, and to place them in a proper context so his debugging
tools could assist in the analysis.

A few hours later he had found the flash’s TOC and found they contained
no evidence of records corresponding to the rover’s unresponsive time. This
was fine, it was merely a possibility he wanted to check, since the presence
or absence would hint at the nature or timing of the initial failure. He
looked at the samples he took across the flash drive, and found nothing of
absolute significance. He knew that was a long shot, and that he would
likely need to collect more data from other similar failures, likely from test
labs on earth, before he could see if there was a real case to make. He now
turned his attention to the RAM he dumped. He was targeting the region
most likely to contain the code and stack of the applications core to OS and
flight software. Analyzing this would be painful, and possibly fruitless. RAM
is very dynamic and while it's parceled out in a fairly orderly way at first, as
each application requests and releases memory it very rapidly becomes
chaotic and a useful forensic analysis is nearly impossible. At best he was
expecting to find chunks of programs with signatures he could match up
with code from the EEPROM he knew to be on-board, as well as the data
(the stack) from some of those running programs. What he would be
looking at would be machine language, not the original high level language,
C. If he found anything interesting he could use decompiling tools to give
him a leg up in understanding the machine language he was seeing by
turning it back into the more readable C. His days off were over before he'd
found anything of interest, and it wasn’t until his next time off that he was
able to give things another look.

Over the next week Rich had an idea for a tool to help him understand the
RAM dump. He wrote a little utility to sample a dump of the version of the
EEPROM most recently uploaded to Spirit, generating signatures (context
triggered piecewise hashes) for the various pieces of application code on it.
The signatures themselves were made of short regions of the applications
so in this way he might be able to better match the fragments he would
have in the RAM dump. He finished writing the tool and generating the
signatures during the first half of that next day off. He then ran it against
the RAM he dumped and was able to identify quite a few sections of
application code. He began to check (diff) each section of recognized
application code against the EEPROM source. All were as expected except
for regions of code related to telecom. Only portions of the RAM dumped
version matched the EEPROM version. There was nothing yet startling
here, perhaps he was comparing RAM to an older EEPROM dump, perhaps
this section of the rover’s memory had been unloaded and the region
reused while he was dumping it, or perhaps there was a bug in the code he
wrote to break up the original monolithic dump file. He double checked
everything. He was using the latest known rover code. He didn't see
anything wrong with his parser. The only thing he could do was to see
whether or not the regions which differed looked like they were actually
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part of the original telecom code. He found some later regions which were,
and this strongly suggested that either portions of the original code had
been damaged or that the portions were simply different by design,
representing a different (older or newer) version of the code. He used his
decompilation tools to examine the entire section of application code he
could reconstruct and marked the regions which were different. He then
began to walk those sections of code. Sure enough the code was different,
and very oddly so. The code dumped from the rover included function calls
referring to a device accessed via the VME interface (similar to a
computer’s PCI slot) which Rich did not know about.

Chapter 2: The Mystery Device

You work on a project like this and there is little about it which remains
unfamiliar, so the apparent discovery of a device you didn't know was on
board gets your attention. Rich’s initial assumption was that this was
entirely benign, he was sure it was a piece of vestigial code meant to
connect to a device which the science or engineering teams had decided
post software spec couldn’t go to Mars. And despite best efforts, old code
can sometimes reappear in deployed software. As separate developers
merge their own changes back into a source tree, things can creep back in.
If the leftover and unused code caused no problems in testing, then likely
no one would notice and the code would be deployed. Rich checked the
source code repository for any sign of this code in that application, in any
earlier versions. Nothing. He then looked at the application’s stack from the
RAM dump and found evidence that several of the mysterious functions
had actually been called. This code was not vestigial; there was assuredly
some device on the VME bus with which the code was interacting. As he
examined the decompiled code from Spirit, the decompiled official
terrestrial EEPROM code, and the official checked-in source which compiled
to the EEPROM he began to piece together how this code appeared to be
used. It looked as if this code was executed when the telecom package was
instructed to transmit data back to Earth. The raw, experimental data files
on flash memory would be passed to this mystery code where they would
then be sent to this mystery device. The image data from flash appeared to
first be re-processed by the ICER (MER'’s image compression) library to drop
the resolution before going to the mystery device; the images passed to
the device were akin to thumbnails of the originals. This is where I got
involved.

Rich and I had worked together quite a few times, and we’d even talked
about opening up our own consulting business back in the dotcom days,
when a private space race first seemed a possibility. He wanted me to
confirm that what he was seeing was real, and he knew if I was able to
show him it wasn't I'd do so without the harsh judgment that can make
reaching out to others tricky. Years earlier he’d confided to me a UFO
sighting he experienced while camping in Joshua Tree National Park. He
didn’t know what to make of the experience, and neither did I. I don't
personally believe or have any knowledge that suggests UFOs are alien in
origin, but neither do I have reason to disbelieve the very genuinely related
and seemingly conventionally inexplicable experiences of a handful of
friends and relatives. Maybe they were hallucinating, maybe they were
mistaking natural phenomena, maybe they were mistaking civilian or
military craft, maybe they were making up the story for attention, or
maybe there were aliens operating the UFOs. I had no ability to know
which was the case, and in the absence of sufficient evidence, I never felt
the need to pick a pony in that race. So when he called me in, it made
emotional sense to me. He was vague on the phone, just asked me to
come over, told me he was looking through the rover dump and wanted a
second opinion. His tone betrayed some of his excitement.

I got to his house on that Sunday around 7 pm. He related to me roughly
the story above. I spent the next four hours having him walk me through
each step, from the dump parsing through the EEPROM app signature
generation and matching, to the discovery of the variant telecom code, to
the isolation of the suspect functions, to the evidence of those functions
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being called, and on to what those functions appeared to do when called. I
could find no break in the chain of his reasoning, every link was sound.

We were both pretty excited at this point, a mixture of the esoteric delight
in knowing that we knew something few others did about a vehicle on
another plane and the nervous knowledge that we likely weren’t meant to
know this, and knowledge has had a cost all the way back to the Apple; we
heard the whisper of the snake, and pressed on.

He wanted to gather as much information as we could before he headed
back in the next day. He was as yet undecided on whether he’d bring this
up at the first SOWG meeting the next day, or whether this was better left
unremarked. He wanted to make as much progress as possible that night,
in the hopes that his decision the next day would be clear.

We were sure the mystery device was a radio, the code required it to be.
But the fundamental question on the table was, why was this mystery
radio there, and what kind of radio was it? We couldn't interrogate it
directly and we’d exhausted what the code we had available could tell us,
we were left with trying to logically argue what outputs made sense given
its inputs. We considered many possibilities and hit upon two that seemed
within the realm of possibility.

Mars Reconnaissance Orbiter (MRO) arrived on the Mars scene in the spring
of 2006, two and some years after Spirit touched down. The MRO had a
new UHF radio package called Electra, more capable than what Mars
Odyssey offered. Perhaps the rovers had been given a VME card which
would allow them to take advantage of the increased bandwidth Electra
would offer? This seemed like such a promising possibility, it could explain
why the code had hooks where it did and why the system wasn't well
known. Such a device in the rovers would likely never be used, as the
rovers weren’t expected to live long enough to see the MRO. Even if the
rovers were still around, changes to Electra between MER launches and
MRO orbital insertion might mean this device was outdated and unusable.
Electra was engineered to benefit Mars missions; legacy support might be
highly desirable but not likely mission critical. But the more we looked at
this, the most likely candidate, the less sense it made. Electra had in fact
been used with MER, but so far as we knew only with the standard telecom
package, and only for tests. If Electra was now being used via some new
device why hadn’t we been alerted? Why was the code we looked at hard
coded to send lower resolution thumbnails of the rover images? Downlink
via relay requires the DSN and time on it isn’t lightly given. Any test
sending redundant data like experimental data and image thumbnails
would be short-lived and this code was hard-coded; it would have been
active from the time of the last mobility flight software to the time of the
next one. Updates are rare, and everyone knows when they occur; they
cost up to two sols to implement, and generate considerable anxiety. No
such updates were recent enough to have this be merely a test. Spirit
would need to be broadcasting twice, once via the normal channel, and
once via this alternate channel. No regular downlinks via the normal
channels were being missed, deviation from that norm would have been
noticed and talked about. With ongoing concerns about power levels and
overheating, unnecessary and prolonged power drain which would result
from the duplicate broadcasts would be noticed. We couldn’t entirely
dismiss this possibility, since it was fit at least a few of the facts and all of
our own prejudices. But we began to look for further evidence to support or
refute it. And we considered the other likely explanation.

If the radio wasn’t using the UHF antenna, then it was most likely using
the HGA to reach earth directly. This idea had a few powerful arguments in
favor of it. The bandwidth possible with the high gain antenna was much
less than that via the UHF antenna, and we knew the data being sent was
also much less. Also, the dual transmissions could be explained as a
safeguard, a redundancy. Packet loss from one transmission (via HGA or
UHF) could be filled in with the reduced resolution portions from the second
HGA transmission. But then we realized something that perhaps was most
compelling from the human point of view. Humans are impatient beings,
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and sending the second transmission with thumbnails either before or
somehow coincident with the primary HGA signal would allow more time
for decisions to be made in planning nextersol. But if that was the case,
who was receiving those images and experiment data? My colleague was
sure no one he worked with was benefiting from it. We tried to prove the
case of a second HGA broadcast. The first thing we did was try to compute
the bandwidth this radio would be using, given what we knew about the
data it would be sending. Crude calculations showed it would need to
handle about 25 kbps. This was an important number because it was 50%
faster than what the rovers could do with their HGA, and less than 50% of
what it could do through the UHF to Odyssey. It seemed unlikely they were
primarily using a slower radio for the HGA, and only secondarily using this
faster one.

Next we looked at power levels. HGA transmission draws quite a bit of
current, and power levels for the rovers are closely monitored; a beam of
sunlight can’t hit a panel nor a wheel disturb a single grain of Martian soil
without it being recorded as fluctuations in the rover’s power. Admittedly
hyperbole, but surely we might be able to estimate the power this mystery
radio was drawing by looking at power logs across the rover’s life. My
colleague had access to enough material that night to show that whatever
current the additional transmission was requiring was minimal, within the
margin of error, far below the levels of either UHF or HGA (or even LGA). It
seemed to be a frequently used, medium bandwidth, ultra low power radio.
This seemed impossible, the power effectively determines the transmission
distance, and at this power level, the radio would have effectively not been
broadcasting.

We were about ready to go back to scratch and assume this was not
broadcasting anything at all, perhaps it was performing some other minor
function, perhaps it was obscure hardware image processing hardware for
generating parity blocks used to add robustness to the images generated
by the ICER library and triggered for some peculiar reason via the telecom
code just as transmission is occurring. But we didn’t abandon our radio
hypothesis just yet, couldn’t abandon our gut feeling that this was really a
radio and that the most practical reason for it being there was to get a
limited but useful set of sol data to ground before or in lieu of the full set.

It was roughly 4 A.M. when we gave up for the night. My colleague decided
not to bring any of this up at SOWG. He and I would regroup the next day
after work and with clearer heads see what we thought, and what we
thought we could do about it.

Chapter 3: Looking for a Receiver

Between breaks at work he used his access to follow up on our line of
reasoning. If it was a radio and if it was transmitting, DSN had to be
involved. He saw nothing to suggest that was the case. If it was a radio
and it was transmitting, one would expect something to be receiving. How
could he find who was receiving? Finding the receiving radio or signal
directly would be almost impossible, but he realized he might be able to
find evidence of what was received.

He knew what the code had been doing to Spirit’s images, so on earth he
recreated the function calls to ICER and applied the same transformations
on about 100 Spirit images randomly picked from across recent months. If
he could find any of these recreated thumbnails on any computers he had
access to, he had almost assuredly proven there had been a receiver, and
likely would be able to determine who it was. The image transformations
used to make the thumbnails were so specific that they could be
considered unique. By mid-afternoon he’d generated the thumbnails and
their corresponding md5 hashes. He now wrote a small application to scan
specified directories and their sub-directories for those thumbnails, based
on their unique signatures, their “*hashes”. He was able to integrate this
code with something he’d written a year before to help with forensic
analysis of common Windows and UNIX file systems. He would be able to
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search for matches amongst even some deleted files. Viability of reading
deleted files depends on whether the space the deleted files used has been
needed and reused by new files. Just an hour or so before the end of his he
got a version of his app compiled for the different target computers he
would check. He had been given unofficial sudo (admin) access to a few
key systems (when he was troubleshooting problems for people), as well as
the other systems he had normal user access to; these included some of
the NAIF and FLTOPS servers. The jobs would take hours to complete. He
left for the day, the jobs still running. We ended up not meeting that night.
We were both wiped from the lack of sleep the night before, and his
avenue of investigation was better than anything I had in mind.

The next morning I got a call just after 7:00 A.M. One of his jobs, run on
one of the servers used to receive downlink imagery before distribution to
the teams had gotten six hits. The hits he got were all deleted files, in a
temp directory under the home directory of a user he wasn't familiar with.
His sudo access on that computer was what allowed him to find the deleted
files, and what allowed him to research the account. Items in the home
directory and the user’s shell history pretty conclusively showed the
account was owned by someone in JPL's Quantum Sciences and
Technology Group. We now had a bizarrely intriguing who, but the why
remained wholly untouched. I could barely focus on my own tasks all day.
We would meet up that evening, he was going to quietly recover what he
could from that directory and we’d go over his findings. I left a little early,
and so did he.

We met at his place, straight out of work. He sat at his computer, and I sat
next to him with my laptop. He copied the data he’d archived from his
thumb drive. Then he gave it to me and I did the same. He had copied
much of what was under that user’s account as well as another account
which was part of the same user group. He had recovered quite a few
deleted files (though many were just usable as file meta data) under the
original account. Most of the recovered files were in the same directory,
apparently some sort of temporary staging directory. Those files were
consistent with the thumbnail imagery, many of them matched the
signatures he’d generated and others we could visually confirm were the
same exact transformations of rover images, but these were ones he had
not transformed for comparison. I felt somewhat uncomfortable with what
we were doing. Up until the point where he had run his jobs and used
unauthorized access to scour file-systems and go into other user’s
directories, we had been overly curious but no one could fault us for
anything we’d actually done. I couldn’t fault him for what he’d done, I
likely would have given in to the same temptation. I was clearly a willing
accessory before, during, and after the fact. Still, breaking the rules is not
something I normally do, and I was deeply uncomfortable.

[PART IV BEGINS HERE FOR THOSE WHO HAVE READ PARTS I THROUGH
II1.]

Our primary goal for the evening was to find out what clues the files in the
account might give up as to the mystery radio. We decided to split up the
workload. I would look at the meta data associated with the matching
recovered imagery to see what I could learn from it and he would look
through the other files in the two user directories he copied to see what
else might be worth looking at.

My task started simply enough by trying to figure out when these images
were actually received. If we could identify the moment they were received
that might tell us a great deal about the method used to send them. I
began by building a list of the modification times of the deleted thumbnail
images we’'d matched, then expanding to all the images we’d recovered,
and matching those backwards against other images from Spirit. Aside
from the modification timestamps, files on most file-systems also have
access and creation timestamps but they are rarely useful; they are either
not preserved during most copy operations or their use makes them
misleading. Timestamps are themselves all stored in terms of UTC (which is
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Greenwich Mean Time unadjusted for daylight savings time). In theory if
Server A received the image from a downlink at 12:34 UTC and these
images were transferred to Server B and then on to Server C the
modification timestamp should still read 12:34 UTC, the time the file was
written to disk. But in theory is not in practice. It would all depend on how
the images are being transferred between the servers and how inaccurate
any/all of the the server’s clocks were. I knew not to expect too much.
Anything I would find would likely only be suggestive, and not conclusive.
Nonetheless, what I was looking to tease out of the data was an indication
of whether the mystery radio downlink occurred before, after, or during the
normal radio transmissions and perhaps an estimate about the bandwidth
at which the data was received (as indicated by the deltas of the write
times and the known file sizes).

It was a matter of record when downlinks occurred. We knew exactly when
the DSN was receiving its transmissions from the rover, directly or via the
orbiter; log files unequivocally testified to that. We knew from data
contained in the traditional rover transmission what time it was in UTC
when it began transmitting from Mars. It was just a matter of comparing
all these times and trying to explain what they showed.

The first thing I found was that the timestamps did correspond to the
expected reception times via the DSN. And the thumbnail hits we had were
received within 25 minutes of when we knew the rover began
broadcasting. All of this was perfectly reasonable, Mars was far enough
away that a radio signal would take almost 20 minutes to reach earth. And
I still hadn't ruled out server clocks being slightly off, or timestamp
changes as the files made their way from reception to where we found
them. I couldn’t directly rule out server clocks being off; I didn't know
which servers might have been involved, and I likely wouldn’t have had
access to them to check their clocks. I did notice something interesting
about the deltas between the mystery thumbnails. Interpolating from the
sequence number of the images, the differences in their timestamps, and
the file sizes, it looked like the data was being received at about 30 kbps.
That number was significant because it roughly fit our expectation of 25
kbps; which was faster than rover’s HGA direct to earth rate, and much
slower than its orbiter to earth rate. What was most significant was that it
led credence to the idea that the timestamps were the originals, and had
not been changed since initially written to disk by whatever was receiving
them. I say this because no link in the networks connecting the DSN to
the ultimate resting place of these images was 30 kbps, and no image
decoding or transformation software that would have operated on the
images and possibly changed the timestamps would have operated on
them at so slow a rate. The only plausible explanation was that the
timestamps were the original timestamps.

Things got more interesting when I looked at the bandwidth interpolation
I'd made and carried it backwards to estimate when the first image of the
mystery transmission would have been received, after adjusting for rover
status and science data. The first mystery thumbnail hit was received
roughly 25 minutes after when the rover would have likely begun to
broadcast it. But what I hadn't initially realized was that it would have
taken some time to send out the other data and images ahead of it in the
queue. As I drew the line on my graph out, it crossed at roughly the t=0
mark, meaning that the first bit of data transmitted would have been
received very soon after the rover could have begun transmitting, certainly
far sooner than the distance from Mars would have allowed. Clearly some
piece of data I had was wrong; the time might be wrong, my bandwidth
estimate might be wrong, the transmission and reception times I had
found might have been wrong, or our reading of the rover’s mystery radio
code had been wrong about the simultaneity of transmission. I'd hit a road
block, I didn’t have the information or access I needed to do more.

While I had been working this timestamp data and looking up and
reviewing transmission and reception times, Rich had decompiled and
analyzed some executables he’d found in the user directory that held the
deleted mystery thumbnails. I told him my situation. I was stuck, and I
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must have made a mistake. He stopped, paused a second or two, turned to
me and said, "“What do you know about entangled particles?” he asked.
“No!” I said, my eyes wide.

Chapter 4: Faster Than Light

Quantum mechanics is profoundly weird stuff. Anyone who claims to
understand it completely is a liar, and I'm no liar. My level of knowledge
come from a few upper level college courses, what I've read or kept up
with in popular books, magazines, and the pseudo-information presented in
sci-fi shows. I know just enough to impress people at cocktail parties while
saying little so wrong as to incense an actual expert who might be
listening.

Entangled particles are usually spoken about in the context of what’s called
quantum teleportation, also known as entanglement-assisted
teleportation. It's beyond my abilities and free time to try to badly explain
quantum mechanics, so I urge anyone who doesn’t know anything about it
to read a one page “How Stuff Works” or Wikipedia page on the topic
before continuing.

Two particles can have their quantum states entangled such that a change
to the quantum state of one creates an instantaneous change in the other.
But if conventionally accepted quantum mechanics is to be believed, the
word instantaneous in the previous sentence is grossly misleading. While
the quantum state is instantaneously transmitted, most in modern physics
believe that you cannot actually read the information being passed via the
quantum states without decoding it using information which can only be
conveyed via another non-instantaneous (light speed limited) channel. It's
a bizarre paradox; the information is instantly there at some remote
location, but not instantly interpretable. Conventionally accepted quantum
physics would seem to put the kibosh on using quantum teleportation to
transmit data faster than light. But what if the conventional thinking was
wrong?

This is what I knew of entangled particles when Rich asked me the
question. I knew just enough to recognize the significance of his question,
with equal parts excitement and revulsion. Believing in faster than light
communication via entangled particles was held by most scientists to be
roughly as close to lunacy as believing in Bigfoot; it was to invite the
scrutiny and derision of your peers. I wasn’t comfortable with that. On the
other hand, if entangled particles were at play, the world had suddenly
become vastly more interesting, even if my cowardice or discretion meant I
would choose never to let anyone else in on what I thought I knew.

"I know.” he said, seeing in my face the desire that this possibility should
instantly be disproved. “But look at this, I'm looking through some of the
binaries in this directory and look at what’s in their strings table.”

When source code is compiled to make executable binaries the original high
level programming language (frequently in aerospace this language is “C")
is converted into machine language. During this conversion all the original,
readable source code goes away. But any text within that source code that
isn’t itself code or equatable is left undisturbed, aggregated together in
something often called a strings table. These individual pieces of text are
strings in computer parlance, and they represent things like text for dialog
boxes, server names, website addresses, external function or library
names, file names, etc.

I peered over his shoulder and between all the normal context-less random
drivel of strings meant for dialogs or common library references were
suggestive words like, “*quantum”, “entangle”, “superpos”, “qubit”,
“superdense”. These were all words that clearly fit within the quantum
teleportation lexicon. For example, a qubit is a quantum bit, thatisa 0 or 1
stored via a particle’s quantum state rather than on magnetic media or on

traditional memory.
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I asked, “"Do you know of any legitimate quantum teleportation research
suggesting faster than light is possible? Sure the state changes
instantaneously, but from all I read you can’t convert the qubit back into
the bit without classical data delivered at light speed.”

He responded, “That’s been my understanding. But, doesn’t mean I
haven’t missed something. It’s been years since I studied it. I know there’s
been a lot of recent experiments. They’ve been able to separate entangled
particles by miles now. I even read about plans for an experiment to emit
an entangled particle via a laser aimed at a satellite, and then they’d read
the quantum state on the satellite after altering its twin on Earth. Maybe
they found a new way to read the qubits.”

We were tired, and I knew I didn't feel up to the task of trying to mount an
attack on any generally accepted laws of quantum mechanics. Instead we
spent the next few hours doing the only thing we could, we created some
monitoring code based in part on his previous thumbnail hash checking
code. This new code could monitor the account where he’d found the
deleted mystery thumbnails and the mysterious executables and it would
do three things: watch for jobs run by that user, watch for network
connections made by jobs run by that user, and watch for files created
within that user’s home directory (or any of its sub-directories), including
the folder where the previous images had been recovered. All activity
would be logged with timestamps, and where possible secret duplicates of
files would be made. And when something happened, it would notify Rich.
He uploaded and started the process, I headed home.

Chapter 5: This Wasn’t Schrodinger’s Cat

It was just after three in the morning on February 11th, 2009. In just
under six hours Earth would rise above the Martian horizon and the HGA
would be in LOS with the DSN. If the telecom code was going to trigger the
simultaneous mystery radio’s transmissions, that would be the next
opportunity.

The exhaustion of the last few days caught up with me and I slept soundly
through the rest of the night. Unrelated to all this mystery, I had actually
the prior week arranged to take the day off. The car needed servicing, the
cat had a vet appointment, and my son had been waiting for weeks for me
to take a look at his broken gaming PC. I woke up at 8:30 am and made it
to the vet’s for the 9:00 am appointment. I was anxious. Earthrise would
occur at 9:03 am, and within five minutes of that Spirit would be high
enough in the Martian sky that it would begin transmission via the HGA
and possibly the mystery radio. I was sitting in the examination room with
my cat waiting for the vet when the clock rolled over to 9:07 am.

My phone rang. It was Rich. The monitoring code had detected activity and
notified him. He began, “"The images are arriving! I know the server they're
coming from, and it’s definitely one of the Quantum Sciences computers.
That's all I know so far. We've got a copy of the process which wrote the
files, and they’re still coming in, probably will be for a while. Nothing’s been
deleted yet.” We talked for only a minute or two. Rich agreed to encrypt
the log and send it to me so I could look at it while I was stuck at the
dealership. If something else came up he’d let me know. The tedium of the
vet visit was made far more unbearable than usual by the great desire to
be exploring this mystery. Once the cat got his prescription we headed on
to the dealership. I'd be stuck there for the next two hours, sitting in their
lounge, the cat beside me in his carrier. I'd brought my Asus Eee PC
netbook, so I pulled it out and got online via my tethered phone. Rich’s
email was waiting for me. The subject, “Very interesting dump file”, with a
body that said only, "See what you think.”

Rich is a security freak. Most of what I've learned has been a result of his
paranoia, curiosity, coding, and resourcefulness. I mean to one day share
the approach he taught me for anonymously accessing the web. I've seen
no more exhaustive approach described online. He takes no shortcuts with
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security. Maybe he could, maybe you’d be almost as good, but you couldn’t
be better.

What he sent me really was a dump file, just as the subject of the
message said, but it was a dump file with encrypted data hidden inside it.
He had made a little utility for inserting payloads into and removing
payloads from otherwise legitimate dump files. It would literally hide the
payload so that it was a valid region of memory inside the dump file. Dump
and debugging utilities would see the dump files as entirely legitimate and
they could be opened and investigated. The encrypted regions would
however not be meaningful to anyone without the decryption, but neither
would they raise any flags either; the encryption made them appear like
random uninitialized regions of memory. Rich is big into steganography,
hiding data inside other data. There’s no better way to protect your secrets
than by preventing people from knowing you have secrets.

I extracted the encrypted log file from the dump file, decrypted it, and sure
enough the log appeared to confirm that the server was seeing these files
added just a few minutes after Earth rise on Mars. This was at almost the
exact instant the HGA was scheduled to begin its transmission. The delta
between our script logging an image being added and the modification time
of that image, apparently preserved from wherever it originated after being
received from the DSN, was under a minute. Other entries in the log file,
indicating processes and servers involved I could do little about from the
dealership’s lounge. The servers implicated were all recorded as private IPs,
and from this netbook I had no access that would allow me to reverse
them remotely. But Rich had said at least one of them was operated by
Quantum Sciences.

I spent the next hour doing the only thing I practically could, I read
everything I could find about current opinions and experiments related to
quantum teleportation and faster than light (also known as superluminal)
communication. It made for a very frustrating beginning to what would
become a very frustrating afternoon. I have a strong aversion to
ambiguity, and I would have my fill.

I was able to confirm that most quantum physicists still believed the
guantum state was instantaneously transferred but that the point was
made moot by the inability to determine the transfer had occurred except
via classical data communicated at light speed. But as hard as I looked I
could find no experiments which seemed to directly test this assumption,
let alone prove it. With my limited knowledge I couldn’t even begin to
suggest how one might construct such an experiment.

I did find quite a few arguments by scientists both professional and
amateur that supported the possibility of superluminal data transfer not
only by quantum entanglement but also by gravity waves, worm holes,
higher dimensions, and a few other means. Quite a vocal minority of
scientists argued that the transactional interpretation of quantum
mechanics, a fascinating attempt to reframe the understanding of
quantum interactions as the interaction between forward-in-time and
backward-in-time waves, suggested a means by which superluminal
communication might be allowed; it should be noted that the developer of
the transactional interpretation of quantum mechanics did not himself
believe this approach made any altered statements about the viability of
superluminal communication.

One of the strongest arguments in favor of the possibility of faster than
light communication I found was that while most scientists hold to the
“No-Communication Theorem” that describes the impossibility of faster
than light information transmission, some scientists argue that some
experiments seem to show that the No-Communication Theorem is not a
limiting factor in the speed of communicating information. There may still
be a limitation, but the No-Communication Theorem isn’t the explanation.
It was the first seemingly widely accepted glimmer of hope I'd seen, it
wasn’t proof that it could be done, but it was one less rule which might
forbid it.
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The research continued throughout the rest of the day from the comforts
of home, after an hour spent diagnosing my son’s computer and replacing
my son’s sound card with a spare. I found nothing conclusive on the
superluminal front, just vague and hopeful belief on one side and dogmatic
and disdainful disbelief on the other.

Chapter 6: Sniffing the Qubits

I got to Rich’s place about 8 pm. He had nothing new to report, having
spent the entire day playing catch up with his actual work. He brought
home his thumb drive with the data he’d gathered. He had the rest of the
log he'd sent me, the actual binaries of the processes the log had flagged,
the server names he’d gotten by reversing the logged server IPs,
traceroutes to those servers, and the images/files created under the user’s
directory. He copied the contents to his computer and then I to mine. Our
goal tonight was to try to understand where these images were coming
from, and what they might be being used for.

The process which wrote the received images to disk had only one network
connection, and that was, as Rich said, to a computer within JPL's
Quantum Sciences and Technology Group. It wasn't possible for us to tell
to whom exactly the computer belonged or where it was physically located.
We didn’t have access to the routers required to trace the computer to an
individual office, and we didn’t have access to the netops database that
would tie the computer’s assigned name to an individual owner. That was
as far as we could go on that issue for now.

Rich had decompiled and was examining the process which had written the
mystery files. The process itself looked simple enough, it acted as a server
waiting on a port for a client to connect to it. The only thing the server
appeared to do was receive the files from the client and write them to disk.
There was an SSL library employed to ensure data transfer was encrypted,
and there appeared to be some basic user account authentication, but the
code looked so simple we couldn’t quite understand why it had been done
at all, rather than transferring the files using any of the standard secure
UNIX command line utilities (e.g., scp or rsync over ssh); we would never
know why. I simply looked over his shoulder and added as many insightful
comments as I could.

Rich now turned his investigation towards a second executable process
which had ultimately been responsible for deleting the mystery imagery
after receiving connections from two computers within the internal
network and after connecting to the same Quantum Sciences and
Technology Group server involved in writing the files. I tried to see what I
could learn about these two new computers. One appeared to a
workstation in the Network Operations Control Center (NOCC) of the Space
Flight Operations Facility (SFOF), building 230; it’s like Houston’s Mission
Control Center, the one you've probably seen depicted in movies. The other
computer’s name and traceroute didn’t betray anything about its location,
other than it being assigned to MER and being somewhere in the same
building. Rich decompiled this second executable and we made sense of
what the code did. It didn't take long for us to see that it was little more
than a backend server acting in part as a remote photo gallery and data
browser. Clients could connect to it securely, they could view the photos,
they could delete photos, they could perform some additional as yet
unknown operations on the photos, and they could download the science
data and rover status. We were most curious about the nature of those
additional unknown image operations, but we wouldn’t learn more until
the next night.

We had learned about as much as we could with the information we had.
We needed more data. We wanted to know exactly what communication
was going on between this image server and the three computers with
which it communicated. We needed to eavesdrop, and a regular packet
sniffer wouldn’t work. The problem was that inbound and outbound
connections were encrypted. This is where Rich’s deep security knowledge
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saved the day. He proposed we execute a man-in-the-middle attack on the
server, an approach by which you insert yourself between two parties just
as they are about to introduce themselves, and then pretend to each party
that you are the other, repeating everything the other person says to his
intended recipient, word for word, while recording all of it. The technical
details are too complicated to get into here, and I'd probably get them
wrong, but the basic idea is that instead of a client connecting to the
server it intends, it instead connects to a spoof server listening at the
original address (and port). This spoof server then acts as a relay,
connecting to the real server and passing data back and forth from client to
server as though they were talking directly to each other. All data is still
encrypted for protection from the outside world, but this man-in-the-
middle is able to read and record everything unencrypted. The actual
attack is brutally simple, the security used for the original client/server was
the web standard, SSL, and he already had man-in-the-middle-attack code
he’d downloaded from some hacking site that would handle the grunt work
involved. He modified the original server binary to listen on a new port and
set up the attack code to listen on the original port, passing the
connections through and on to the original server at the new port. He put
this code in place, killed the original process, launched this modified version
and the spoof server, and we called it a night. Tomorrow we should have
more data to go on.

I should note, Rich is forever proving his genius by his thoroughness. One
such example was that he put in a safeguard to try to protect us from
detection. There was always the chance, however slight, that the man-in-
the-middle attack might in some way interfere with the client-server
connections. We couldn't test this, not having the client software we’d
need to conduct the tests. If there was a problem the first thing most
admins would do would be to restart the server. If they restarted it and it
continued to have problems, they would likely investigate, and that would
be disastrous. Our modification would be easily seen, and the change so
inexplicable as to make the purpose instantly clear. To protect us, Rich
installed a script that would constantly check to make sure the server
software was still running. If anyone shut it down Rich’s script would
instantly kill our spoof server and restore their original binary. This
particular safe guard wasn't tripped, but there have been plenty of times
when my work was salvaged by just such thoroughness on his part.

Martian days are a little longer than Earth days. It would be about 40
minutes later on Earth when Spirit would see us rise above the Martian
horizon. So at about quarter to ten in the morning our man-in-the-middle
attack began. I got a simple text from Rich at a few minutes after ten. “we
have data”. I was in meetings all morning so there was little I could do and
no contact I could discretely make to see what he’d found. We met a few
hours later for a quick lunch. He'd not had a chance to look hard at the
data, he’d only confirmed the conversations between computers were
being recorded. Work kept us both too busy to do any investigation during
the day. We couldn’t get together that night. It was agonizing, but the
mystery would have to wait. My wife had been complaining about my
recent absence. Rich was behind on one of his projects, and the next day,
Friday was a big deadline, and he had to make it. We agreed to get
together Friday evening.

Chapter 7: Analysis of a Packet Dump

I'm not sure whether our luck could be considered good or bad on this

particular Friday the 13th, By the end of the day I would come to a
completely new and profound emotional understanding of the scene in the
Matrix where Neo has to make a choice about which pill he takes, which
reality he chooses. I realized with alarm how tempted I would be to take
the blue pill, to just go back to life as I knew it. I thought I was better than
that.

The work day was uneventful. I worked. Rich had stayed at work late the
night before, and he’d met his deadline. My wife and son were getting
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together with her sister and his cousins that evening, and I was able to
make my way to Rich’s by 8:00 pm.

The true beauty of the off-the-shelf man-in-the-middle attack code Rich
had used is that it dumped all the network traffic in a standard format that
many applications could read, the libpcap format. We could easily explore
the data with the open source packet sniffing software Wireshark. What
otherwise would be a messy conversation was not easily followed,
searched, filtered, etc.

Conversations between clients and servers are not totally unlike human
conversations; though admittedly more like a conversation ordering a meal
at a drive-through window than an existential conversation with a long
time friend.

This conversation started with the server (we began to call this server the
“data server”) acknowledging the client’s (we adopted the name “data
reviewer” for this client) connection. The data reviewer introduced itself
and supplied a username and password. The data server acknowledged
that the user was now logged in. The data reviewer now requested the
data corresponding to Spirit’s current sol (sol 1818). The rover can actually
hold over a month’s worth of limited data (though this is not done), so the
request was in terms of sol of transmission, not when the data (imagery,
science data, system data) was collected. The transmission was being
made very early on the Martial morning of sol 1818, the data being
primarily collected on sol 1817. The server responded by sending the client
an XML document listing what assets were available. The imagery could
include thumbnail imagery from each of the five on-board cameras
(forward and rear hazcams, navcam, pancam, and microscopic imager).
The client then requested and was given each asset in turn, the imagery,
the science data, the system status. In the midst of this conversation the
server began another similar conversation with the second data reviewer
we’d logged. A similar pattern was observed then in both clients, after
receiving all the data from the data server each kept the connection idle for
almost 4-5 minutes. Then one of the data reviewers began to issue a
series of commands. There were a handful of "REMOTE_DELETE [ASSET
ID]", several "REMOTE_TRANSFORM [ASSET ID] [UNKNOWN BINARY
DATA]”, and at the end of the conversation a "DELETE_ALL", followed by a
“CLOSE".

A few interesting things occurred as a result of each command issued. With
each of the REMOTE commands, a connection was made to the Quantum
Sciences Technology Group server we had concluded had sent the data to
the data server (via the separate process I mentioned earlier); we called
the server which had sent this data the “radio server”, since it was as close
as we could get to whatever was receiving the signals fro the rover. These
connections from data server to radio server consisted only of relaying the
REMOTE command sent to the data server, followed by the radio server
confirming action with an ACK. Possibly unrelated to these other REMOTE
commands, we also saw the data server connect once to the radio server
and issue a “STATE” command, which caused the radio server to respond
with what looked to be a large chunk of compressed or encrypted data; we
would need to try to decrypt or decompress and investigate that data later.
The last thing we noticed was that almost immediately after the
DELETE_ALL was received, all the data temporarily housed on the data
server was deleted. And when a data reviewer sent the CLOSE, they not
surprisingly disconnected.

We captured all the credentials necessary to connect to data server and
radio server, but connecting to them was a source of a anxiety, until and
unless we felt confident that we could get the protocol exactly right. If we
got it even slightly wrong the servers would very likely log the event and
might throw an exception that a developer may take notice of.

The credentials involved weren’t recognizable as names of people, so we
still had no better sense of which people within JPL were involved.

The night ended with us investigating the STATUS response the radio
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server had sent. The data was merely bzip2 compressed. Rich already knew
this, as the data began with “"BZh” which are the magic bytes indicating
bzip2 data. I felt like an idiot for not immediately seeing this; in my
defense, I really wasn’t at my best, I'm notoriously dysfunctional when I'm
even slightly short on sleep, and these last days had been taxing me.

The status data turned out to be Spirit’s status, a wide range of vital data
including its health indicators, operational parameters, and predicted
location. Included in the data was a timestamp which seemed potentially
interesting because it appeared to be from Spirit’s internal clock, and the
difference between this listed time and our local time was less than a
minute. Spirit was over 19 light minutes away.

And with that last discovery, just minutes before 1:00 am, we called it a
night. Tomorrow was Saturday and we’d get together for a few hours in
the afternoon to see where we went from here.

Chapter 8: Testing Our Theory

I spent the morning and early afternoon doing family things, feeling
frustratingly disconnected. It seems such an unkindness to spend time
with one person wanting to be somewhere else doing something else. They
were kind enough not to notice or at least say anything. I suppose my
distraction was nothing new, I was often absorbed in my work. I was
always dimly aware of it, and always tried in my own way to make up for it
in moments where I wasn't distracted. I made the same vow this time.

Rich and I met at a little later than expected, roughly 4:30 pm. We only
had about two hours free before each of us had important Valentine’s Day
obligations.

Every day seemed to bring new questions and few answers. We were
making new discoveries, but few seemed to resolve into some definite
conclusion; instead each mystery would lead down an avenue with a

roadblock preventing us from further exploration.

We reviewed what we felt confident we knew. Some mystery radio on
Spirit was able to transmit to earth in a fraction of the time it would have
taken for a radio signal to reach earth. The radio had a modest bandwidth.
The data being transmitted by this radio included rover status, science
data, and thumbnails of current imagery. The data quickly made its way
from radio server to data server where two data reviewers viewed the data,
seemed to select some of these images for remote deletion, selected others
for unknown transformations, and then deleted all the temporarily
downloaded data. A query sent to the radio server appeared to be able to
request and almost immediately get (at speeds faster than light) a status
report from the rover.

The most pressing of issues we might be able to make progress on related
to confirming these status reports were indeed coming live Spirit,
understanding the reason why some assets were being remotely deleted,
and understanding what the transformations on those assets represented.

The first item we wanted to know about was whether or not the status
messages from the radio server really represented the nearly real-time
status of the rover. It seemed quite likely they were instead from an Earth-
based service regurgitating information from time-delayed status reports.
We noticed that included in these status messages was information about
the current sequence being executed by the rover. If we could get a series
of these status reports during a time when we knew the rover would be
executing uplinked sequences we could subsequently compare the timings
we observed with the data the rover would later downlink about the timing
of its activity. If the timings matched fairly closely, this would prove the
status reports were in fact live and nearly instantaneously delivered from
Spirit.

It was almost Martian noon at Spirit’s location, and we were able to fairly
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quickly learn from RP preliminary reports what activities Spirit would be up
to for the next few hours. Now we just needed to write a job to capture
the status reports.

Based on the protocol we recreated from the libcap dump, Rich and I wrote
a little job that would connect to the radio server as though it was the data
server (and coming from the same IP), query status, collect the response,
and disconnect. We must have walked the code 15 times before feeling
confident enough to actually run it, terrified we might screw up and be
detected. With nothing left to do, we ran the job. To our great relief it
appeared to work perfectly, dumping and unbzipping the data to standard
io (the screen). Rich set up a job to run that code every 5 minutes,
encrypting and storing the results for later review. We broke for the day.
Rich would let that job run for the next 12 hours.

As a side note, Rich was once again careful, he included in the code a check
to make sure before connecting to the radio server that there were no
existing connections to it or to the data server from the data reviewers. He
did not wish to use up bandwidth they might notice was missing. This
didn’t guarantee someone else, somewhere else might not notice,
particularly those operating the mystery radio itself. But we could do
nothing to protect ourselves on that front.

Sunday we were getting together at 5 pm to review what he’d collected.
Rich was very religious, and he spent most of his Sundays involved in
church related activities. His religiousness was a perpetual fascination to
me because we had similar views on almost every other social, scientific,
philosophical issue. On the issue of religion we were worlds apart. I always
suspected his devotion was a great coping and motivational mechanism; it
clearly brought a great deal to his life, but my own bias made it very hard
for me to take his belief entirely seriously. He held some fairly radically
religious views which didn’t seem supported by the same scientific logic or
even common sense that he applied in every other area of his life. At any
rate, I was never able to learn the exact nature of his full beliefs, let alone
try to change them (which wouldn’t have been my intent anyway).

It didn't take long before we were able to convince ourselves that the
status messages the radio server were supplying us truly were live and
direct from Spirit. The logged sequence execution times matched the
sequence changes we'd seen in the status, with timings that made it clear
light speed wasn't delaying the data in the status messages.

Chapter 9: Remote Control

We now turned our attention to the REMOTE commands issued by the
data reviewer to the data server. On the face of it previewing images via
thumbnails and deleting those you don't like is not unusual. Bandwidth
was limited and not all images are worth sending to earth. And while we
couldn’t tell what the remote transform operations did, it seemed plausible
they might be used to adjust lighting, coloring, etc. to see if the images
could be improved before delivery to Earth. But what was peculiar about
this arrangement is that we’d seen nothing in the code that would seem to
have allowed a remote delete or transform to have modified the images
before they were actually transmitted. In other words, the images would
have already been en route to Earth or at least irrevocably committed to
being sent to Earth at the time the remote delete or transform would be
issued. These commands wouldn’t have saved bandwidth. This raised a
peculiar possibility. If the commands were not issued to save bandwidth,
why were they sent? We knew the images for which the REMOTE_DELETE
had been issued were not in the available image archive or even listed in
the logs of images received, so how had they been removed? They would
have needed to be intercepted after being received by DSN, and at that
point, why bother? If there was something so obviously wrong with the
construction of the image, as happens from time to time, why not just let
the data team discover and disregard them as part of their EDR assembly
from DSN. And maybe that is what they were still doing, but then why all
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We began to wonder specifically about the transforms. There was no way
we could decode the actual binary instruction passed with the transform
command. We didn’t have access to either the data reviewer software or
the radio server software, so we had no code to decompile which might
reveal what the data meant. Presumably the data indicated a type of
transformation to make and some parameters for the transformation
requested, but we’d never be able to tell just what without access we
didn’t have. That said, if they were indicating a type of transformation, we
might be able to detect that by comparing the thumbnail to the EDR and
looking for obvious changes, then looking for commonalities in the code
being passed. As we began to look through the EDRs for those which we
knew had transforms requested, we noticed that all the transforms were
requested on images for which the EDRs had missing data.

The wavelet-based ICER algorithm used on the rover to compress the Mars
imagery controls for data errors by breaking each image up into many
rectangular regions. When data within that region is damaged that region
cannot be rendered but other parts of the image still can. These
unrenderable regions appear as black rectangles in the EDR images; often
one image will contain many such unrenderable regions, forming larger
black connected regions. That is how ICER is supposed to work, but what
made little sense to us was that the transforms were requested before the
images arrived corrupted, so they couldn’t represent an attempt to correct
images which weren’t yet found to be corrupt. The thumbnails were fine,
the thumbnails had been made from the images stored in the rover’s flash
memory, so the original images must have been fine before transmission.
The only conclusion we could come to was that the transforms were
causing the corruption. Given what we had realized about the remote
deletions, these corruptions must be introduced here on earth, not as the
result of transient interference of the signal on their way to Earth. The
corruptions must be occurring after the signal was received by the DSN but
before it was made generally available to the scientists or the archive. Why
would someone be trying to effectively remove data from these images?
We stared at the related thumbnails for quite some time without seeing
anything absolutely unusual; one did have a mildly interesting rock that
was obliterated by the artificially induced blackness, and another had a
region of disrupted soil that seemed interesting. Nothing, though, that
appeared to us to be of particular scientific importance. But, the
thumbnails showed so much less detail than the originals that we began to
feel that perhaps you would need to have known what you were looking
for in order to have found anything in them. Rich made a comment at the
time that stuck with me, “If you or I found an igneous rock in a field of
sedimentary rocks, we’d think nothing of it except to think, that rock looks
mildly more interesting than the others. But a geologist seeing that exact
same scene would be able to read into it the unusual and perhaps unlikely
history of that place.”

Rich would leave his man-in-the-middle attack in place for several weeks,
gathering more and more data. And I will briefly jump ahead in time to say
that we ultimately found evidence of a second transform. We were able to
work out that the first byte in the transform binary data was a type
specifier indicating the kind of transform to perform. All the original ones
we'd seen with the missing data were of the “"E” type. We began to call
that type the “error transform”, since it seemed to introduce errors and
began with the letter “E”. The new type we found was identified by the
letter “M”, and we began to call it the “*merge transform”. By comparing
the mystery thumbnail to the EDRs ultimately archived we saw that this
merge transform involved placing new image data on top of the original
image, replacing or obscuring content. The details of the discovery of this
merge transform were interesting but will need to be withheld; I haven’t
thought of a way to tell that part of the story without hiding Rich’s identify
with implausible lies.

We ended that Sunday feeling confident that we were getting much closer
to solving the mystery. We felt if we could just collect enough data the
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nature of what was being censored would become obvious. And perhaps
the censors would become indirectly obvious as well, once we understood
their motivation. Letting the man-in-the-middle attack continue to run
should have provided us the data we needed.

Meanwhile, we could continue to pursue the remaining mysteries by other
means.

Chapter 10: In Search of a Who and a Why

The mysteries that were important to us had shifted. Initially I deeply
wanted to know whether or not quantum teleportation was real, wanted to
find proof that it was scientifically possible. Now it hardly seemed to matter.
I had accepted that something was allowing faster than light
communication and whether it was quantum teleportation or a fairy’s pixie
dust no longer seemed critical. The issue of who was using this faster than
light radio and why were they using it to apparently censor rover images,
those were the only questions that seemed truly relevant any more.

We got nowhere finding a who by trying to tracing the radio server or data
reviewers. I tried narrowing down the location of the radio servers through
traceroutes and comparing that with other servers I knew were operated
by the Quantum Sciences and Technology Group, but all the computers
were on the same network segment, and my tests proved fruitless.
Similarly, attempts to locate the exact computer acting as data reviewer
within NOCC proved fruitless. I did learn something puzzling about it,
though. I had an opportunity to be in the NOCC on non-MER business a
few times with a laptop from the project I was working on. On two of those
occasions I was able to plug in to the network and discretely run my copy
of Wireshark for a few minutes to capture network packets for later
inspection. I was interested in seeing if I could find any packets from the
mysterious data reviewer; not packets destined for the data server, but
just unrelated packets to or from the data reviewer’s IP. Both times I did
found packets from it. But what struck me as very curious was that the
packets in the first session originated from a different MAC (network card)
address than in the second session. It could have simply been that the IP
was dynamically assigned and another computer had been assigned the IP,
but that seemed unlikely. Another possibility I considered was that perhaps
the data reviewer was run from inside a virtual machine stored securely on
a flash drive, and could thus be moved easily from computer to computer. I
was never able to find out which was the case.

We discovered something alarming about the other data reviewer. Rich
tried and was able to connect to the computer from which the connection
had come, and was ultimately able to get root (administrator access) on it,
having found a buffer overflow exploit that no one had bothered to patch;
the server itself appeared largely unused, and was running an OS that was
at least 8 years out of date. After a few minutes checking log files Rich
discovered that the data reviewer connection did not originate from this
server, but was instead being relayed (tunneled through this server via
SSH). The originating connection was from an IP block reserved for the
Department of Defense. A traceroute led to Arlington, Virginia, just outside
Washington, DC. The fact that someone at the DoD was involved in
reviewing and possibly censoring images from Mars was profoundly
strange. Rich and I had still seen anything so anomalous in the thumbnails
that we could explain why any of them would be of concern to anyone.
And while we knew there was talk of NASA and the DoD becoming
increasingly friendly in support of a new space race, we hadn’t imagined it
had already happened, or that it would happen like this. We were starting
to get very spooked.

Every few days Rich would give me updates on what the man-in-the-
middle attack was collecting. It was easy to stay on top of it because
relatively few images were being deleted or transformed. We'd both take a
look at the images independently, fail to see whatever the censors were
seeing, and wonder what we were missing. Some interesting features were



https://astroengineer.wordpress.com/2010/04/07/a-curiosity-of-spirit-full-document/

being obliterated, but none in miniature seemed that interesting. On a few
occasions he and I would get together to review the images, and on a few
occasions we did get into arguments, each of us at different times arguing
that this or that feature was surely the offending element. We would try to
convince the other that this or that feature was suspicious, but never once
were we both fully agreed on the same image. It just never really seemed
to us any more than pareidolia; seeing shapes you recognize in clouds and
other random data.

After some weeks of this slowed progress. We’'d temporarily abandoned our
fruitless search for a who. We now focused only on the casual attempt to
understand the why, as new censored images came in.

Chapter 11: Suspicion Falls

Early one Monday morning I got a cryptic voice mail from Rich. Rich usually
gets into work before I'm even awake. When I woke I saw I missed his call
(my ringer had been off), and checked my messages. Rick said nothing
more than, “Call me.” but there was something in his tone that made me
anxious. I called him right back. He said he couldn’t talk, but that we
needed to meet for lunch. His tone sounded better, but a little forced.

At a little after 1 pm we met at one of our regular spots, President Two, a
Thai place near JPL. I was already seated when he approached looking a
little worried.

“Someone tampered with the server in my office late last night. I got in
this morning and it had rebooted. I checked the logs and the entries
stopped abruptly at a little after 2:00 am. The server didn’t come back up
until nearly 5:30 am. I think they cloned my drive. The server was moved,
and one of the screws on the case was now cross-threaded. I opened up
the case and sure enough, I noticed someone had switched the power
cables connected to the hard disk. A few months ago I replaced that wonky
power supply and by mistake I hooked the drive up to one of the shorter
power leads. I didn't realize it until I was reassembling the case and had to
stuff all the other cables back inside. That power cable was stretched tight
enough that it a pain in the ass to stuff in the cables, but I was in a hurry
and figured I'd fix it later. But, I never did. When I opened up the case
today, one of the long cables was connected to the drive. I checked with
Mitchell and Oliver next door, before I realized my case had been opened,
and both their desktops and the desktops their graduate students were
using had been rebooted. Initially I just assumed there had been a power
issue in the building, but then I noticed that clock of mine was still telling
the right time.”

“What could they have gotten?” I asked. This was the server from which
we’'d been connecting to the other servers. He had taken plenty of
precautions, including deleting entries in the log files of computers he
connected to and misdirection by connecting via other shared servers using
shared root accounts.

“Nothing, I hope. The real OS and file system is on the hidden and
encrypted partition. They'll just see a basic Linux install and a whole lot of
unused disk space.”

“What about logs elsewhere?” I asked.

“I was careful, but obviously someone had some reason to look at a bunch
of computers on this segment of the network. Maybe they looked at a
routing table and found something cached that pointed suggestively back
to this segment. Maybe I missed a log, or forgot to delete something. Am I
just being paranoid here? Have you ever heard of ISAS sending netops or
sysadmins to service our computers like this? I mean with no prior notice,
and super early on a week day?”

“I don't know. If you're sure your case was opened and your drive
disconnected then that seems like proof it wasn’t them. They definitely
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wouldn’t have done that. I guess there’s no way you can discretely inquire
to ISAS? or maybe at least find out how many people’s computers were
involved?”

"I asked a few other people down the hall, right before coming over here,
and their computers had been rebooted, too. No idea if their cases were
opened or how long their computers had been down. But from what they
said, and the people I talked to, it's at least 10 people who were affected,
probably at least a few more. I did stop by Rodger’s and his computer
hadn’t rebooted, and I remembered he isn't on the same network
segment, because last year when we had that router failure, I remember
his connection was working fine.”

“So, what do we do now?” I asked.

“Nothing.” he replied. “Absolutely nothing. Let’s just see if anything comes
of all this. Maybe they’ll make some announcement, or someone will say
something. Maybe I am just being paranoid. Maybe it’s part of some ISAS
audit.”

“Maybe, but they wouldn’t have opened your case or touched your hard
drive.” I said.

"I know.” he said.

We left it there, and tried to distract ourselves with normal conversation for
the rest of the meal.

I double checked my laptop when I got back from lunch and found no
reboots. I made absolutely sure that none of the mystery files or any
tangentially related files I'd created could be found. They were all safely on
my hidden, encrypted partition. To be extra safe I ran a program that wipes
slack space and deleted files.

Chapter 12: Paranoia Runs Deep

For the next week we did nothing and said nothing about any of this stuff.
I was so paranoid and disturbed by Rich’s experience that I even avoided
viewing the new public Martian imagery, which I used to enjoy looking at
during lunches at my desk. I was afraid that somehow my particular
pattern of clicking the images might act as unique fingerprint they’d notice
from the week before and suspicion might then lead them to me.

Nothing was announced about the reboots. Nobody seemed to regard the
matter with any interest. Most of the machines affected had been Windows
machines and I'm guessing everyone dismissed the event as necessary
sysadmin initiated patches, or perhaps some temporary localized power
outage.

The following Monday was February 23 1 got in at my usual time. Rich
called me a few minutes after I got in.

He started, “Mitchell’s house was broken into while he and his wife were at
work on Friday. Someone broke in through his bedroom window on the
first floor and made off with Mitchell’s new laptop, his wife’s laptop, an old
laptop he kept in the living room for MAME, and two spindles of DVDs that
contained backups of his laptops. Mitchell said the cops took fingerprints
and would check with the local pawn shops, but that he shouldn’t
realistically expect any good news. The police theory seemed to think it
was a drug user or homeless person who broke in. The thief ignored more
valuable items in the house, including jewelry and cash on top of the
dresser a few feet away from where the thief climbed in.”

Rich was obviously viewing Mitchell’s story through the paranoid lens of
wondering if the same people who cloned all our computers now directed
their suspicions fully on Mitchell and had stolen his computers in order to
gather more evidence.
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We were both deeply uncomfortable, not sure how much blame to accept
or reject. And we were terrified we'd be next. That night in a fit of anxiety I
wiped the hidden partition that still held my copies of the items Rich had
given me, as well as some of my own notes. He still had the original data,
and copies of some of my notes. There was little point in my keeping these
copies if it was just going to drive me crazy with worry.

I bumped into Mitchell later in the week as he was leaving a meeting and
told him how sorry I was to hear about the robbery. He said thanks, but
said that by comparison the robbery was the better part of his week.

A project Mitchell had been championing for years, that had finally been
approved for funding less than six months before, had just been
unceremoniously canceled. The reasons cited were cutbacks related to the
economy and the belief that some of his project’s mission goals could rolled
into future ESA and JAXA missions. It was a plausible explanation. Budgets
had shrunk, and ESA and JAXA had missions that might support some of
the science his project was to do, but it was highly unusual for a project
that had already been given its funding to be shut down in this way.

Within a few months Mitchell had retired. The cancellation of this project
effectively forced him out; at his age, and with the opposition he now felt
was working quietly against him, he knew there was nowhere left for his
career to go. He knew the best days were well behind him.

Rich and I felt awful. We couldn’t prove it, but we were deeply suspicious
that Mitchell was being blamed for something we had done, that the
message being sent to Mitchell had been intended for us. We got the
message, if indirectly.

Chapter 13: The End

The next few weeks were terrible. Rich and I had begun to talk less and
less. I think our guilt over Mitchell, combined with our unspoken belief that
one or both of us was under the same umbrella of suspicion, made us feel
very uncomfortable associating with each other.

So without even discussing it with Rich, I decided to leave JPL. I left not
long after Mitchell. I saw that the best days of my career were also behind
me, that forces within JPL, or perhaps just within myself, were going to
prevent me from ever seeing my job or my work the same way. And I no
longer knew what our mission really was, no longer felt I knew who I was
really working for. I looked for a way to get out. I lined up some private
consulting gigs, and I gave my notice.

Life outside required readjustment, but it went smoothly enough. I still
interacted on a daily basis with many of the same types of people, if not
the same people. Everything was the same, yet everything was different;
such is life.

The awakening that began with the discoveries Rich and I made only
intensified when I left JPL. I became more and more interested in trying to
understand what we'd learned, more and more interested in revisiting
older odd events that I'd previously been too eager to dismiss. And my
research and exploration has brought me here, to publish my experience
publicly, hoping that others may help fill in the gaps I can’t. Because, since
exiting NASA I realize my journey has only just begun.

What pieces of this puzzle do you have?
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JC says: P
April 7, 2010 at 9:29 pm r‘;?‘:

First, to any potential naysayers, I can say, as a computer forensics
professional and amateur science buff, that the technical details of this
account are correct and I see no errors that would betray someone
without specialized knowledge. In fact, AstroEngineer’s story amounts to
what I would lovingly call nerd porn.

However, on a serious note, AstroEngineer, I feel as if you have included
enough detail to identify Rich, and indirectly yourself. Although I admit I
am not familiar with the inner details of JPL, it seems that someone with
enough knowledge and access could easily identify you and your
colleague. Based on the last few chapters, I think you can also admit this
is possible if not likely. That is why I URGE you to make this story
absolutely bulletproof and take it to the media, the mods on ATS,
wikileaks, anywhere and anyone that will listen. If Rich still has the data
then it needs to be compiled into some sort of “proof” beyond text on a
website. The public NEEDS to know about this. Hell, the WORLD needs
this. This site alone proves that you feel some responsibility to get this
knowledge out. Take it to the next level, while you still can. If the DoD
and/or the intelligence agencies are aware of your desire to start talking
about this, you can be sure that whatever is necessary to keep this from
going public will be done. UNLESS you protect yourself. Get it out there,
for your sake and ours.

Lastly, THANK YOU. Like I said, we needed this. There is no rational
excuse for public agencies to be censoring these images and hiding the
discovery of FTL communication. By bringing this information to light, you
have performed a service to this country and the world.
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Reply
tc says: r“i.;;.""’o?'*
April 8, 2010 at 12:25 am [4SeTer H]

Clock is wrong on the mars rover system, same date and year but the
wrong time. The mars rover time is not in sync with the data server on
earth. I dont know anything about how data is stored before transmit but
the clock that operates tiemstamps on files on the rover is most probably
corrupt. Spirit got a cold, a mars virus ?

Mars timestamp on images 10:00:05
Earth server time on arrival 10:00:05

Wow, its FTL communication.
Reply

F oy

JC says:
April 8, 2010 at 8:49 am r‘;?‘:

Even if the time was wrong on the rover, this does not explain
the discrepancy of why it takes 18 minutes for normal
transmission of an image and near instantaneous transmission
of an image of the same size. One can still extrapolate the
evidence with an incorrect time stamp, as long as the time
(however incorrect it may be) remains constant. The only way
this would be a problem is if the time was fluctuating due to
some malfunction - something that would surely have been
noticed immediately.

Reply

Nathan says:
April 8, 2010 at 3:11 am

€2

Wow.... so it would seem something is going on for sure. Thanks for the
unformation. Not sure what to make of it tho. peace!

Reply
Catalytic says: o-p
April 8, 2010 at 7:13 am AT

Interesting, Thank you!

NASA are clearly interested in quantum communication (which can be
proven by even the most basic of web searches)

As to the reasons for why images are being reviewed and edited?.... it
could be no more sinister than minimising the number of published
images which are prone to pareidolia (much beloved of conspiricy
theorists and the basis of all kinds of incredible beliefs), alternatively....
anything is possible!

As to why the DOD are involved?... Maybe they funded this FTL radio as a
kind of ultimate long rage test programme. I can easily imagine that an
FTL communications system which is unjammable and undectectable (in
terms of signal emmissions at least)would be highly attractive to the CIA
and Air Force for their unmanned airbourne spies and assasins (UCAV &
UAVS), for real time situational awarness (pilots who are the other side of
the planet from their aircraft (conventional satelite relayed
communications will suffer seconds of delays, FTL comms would not which
could make the difference between dodging a Chineese missile or not).
DOD would also love the secure communications.

Reply
Xor says: gt
April 8, 2010 at 7:52 am Feoly
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Tm¥
Very interesting story. I work in the IT security industry and more
recently I have been learning remote viewing. Ever since I first
experienced bilocation I began to wonder if it could be applied as a
means of data transmission. From what your saying it sounds like this
technology has been around for a while. How many years has the rover
been in use with that equipment on board ? Personally, I am not so much
interested in what was being removed from the images, but moreso how
they have accomplised the superliminal data transmission. I am very
interested in how the quantum transmission has been achieved. It is likely
already public knowledge, for somebody with enough understanding.
Maybe a fellow reader can link us to such material ©

Reply

Sean says:

April 8, 2010 at 8:07 am

So when can we expect chapter 14?

Reply

bigfatfurrytexan says:
April 8, 2010 at 9:17 am
Outstanding. Thank you for sharing. I have heard some things in my

many years researching this stuff.

From my understanding, there is a computer program that detects
anomolies and “corrects” them. However, I have no other info than that.

What you are alleging, however, fits nicely with my prior understanding.

Reply

Chris says: 1
April 8, 2010 at 9:32 am

A further comment to bigfatfurrytexan’s post — perhaps the “error data”
is introduced not because of what's there, but in case something IS there
in the future?

In other words, artificially raising the error rate so that in the case
something does need to be blocked out, it won’t look too unusual to see x
rate of error?

Reply

ReaderFromATS says:
April 8, 2010 at 10:18 am

L
[

i |

‘John’

Thank you for finishing the story! I know that you were not well received
on our site and my apologies for those who directly attacked you as a
person rather than waited for an answer.

I have one question. Please, please, PLEASE answer this on ATS for us.
There are some that would like to know! =]

You said,

“We were both deeply uncomfortable, not sure how much blame to accept
or reject. And we were terrified we’d be next. That night in a fit of anxiety
I wiped the hidden partition that still help my copies of the items Rich had
given me, as well as some of my own notes. There was little point in my
keeping these copies if it was just going to drive me crazy with worry.”

Before leaving, did you regain possession of these copies? If not are you
still in contact with ‘Rich’ so that those copies could be reobtained? These
could prove most helpful in understanding the case.
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With you being long gone from the company, interest/suspicion of
involvement by you in any way would be minimal and this would give you
a chance to finish with your findings.

Thanks!

Reply

Steve Griffiths says: =
April 8, 2010 at 11:16 am :.':::J-‘

If true then amazing: if a work of fiction then very well written, had me
on the edge of my seat. Very Greg Bear. Thanks either way, stunning

stuff.

Reply

kidflash2008 says: . E W

April 8, 2010 at 11:56 am X
LY 4

I started to read this on another site and was glad to finish it here. If what
has been written is true, the implications are astounding (faster than light
communications).

Also, what are they allegedly covering up from Mars?

If this is a writer’s story, thank you for the ride, and I hope there is a
sequel.

Reply

Miskondukt says: !
April 8, 2010 at 1:29 pm a
I am a writer, and I will be going back to this incessantly.

Good practical stuff here to link up with.

Great read too.

Reply
El Duderino says: bt b
April 8, 2010 at 2:43 pm -t

I have a question regarding this section: “"But what struck me as very
curious was that the packets in the first session originated from a
different MAC (network card) address than in the second session. It could
have simply been that the IP was dynamically assigned and another
computer had been assigned the IP, but that seemed unlikely”

A MAC address, as you quite rightly point out, is an address that is unique
to every network device like an ethernet card. It is different to an IP
address in make-up and function and is something that is assigned to the
device during manufacturing. It is not assigned when in a network, unlike
an IP address, and is static at all times. It can be spoofed but requires
some deliberate action and expertise to do it. Now to illustrate: If data
originates from a different IP address one can look at the MAC address to
ascertain if the data came from the same server if there is any doubt.
However, if a data also came from a different MAC address, then you can
be more than certain that the data came from a different source. There is
really no guess work involved. My question is this: How could you not
have known that? Or am I misunderstanding your meaning.

Reply
astroengineer says: o™
April 8, 2010 at 6:08 pm i

Thanks for making this comment. I really appreciate people
offering their knowledge and observations to help me
understand my experience. Pointing out errors I might have
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made in my understanding or assumptions is very welcome.

I don’t recall if I mentioned it, but the reason I thought the
fixed IP issue was key is that the strings table of the data
server listed this IP (and the last octet of the IP was a high
one, not likely to have been needed by DHCP). Having written a
few networking apps I have a few times implemented the
added security of only allowing connections from specific IPs.

Now, as for the specific issue you raise... Let me try to answer
the question I think you're asking.. And perhaps you can
correct me.

I know from experience that at least some virtual machines
like VMware let you choose the way in which the guest
operating system accesses the network. One choice is network
address translation (NAT) where the guest operating system
sends its packets with the host machine’s MAC address. But
there is also a bridged mode available (the mode I always use
when debugging software) in which the host machine’s network
card is put into promiscuous mode and is used to send packets
via the virtual MAC address chosen by the virtual machine, as
well as being able to listen to all network traffic on its segment,
reacting to packets which were addressed to the virtual MAC
address of the virtual machine. The routers would simply see
the packet from this fake MAC address, not think anything of it,
and route the traffic to and from that segment of the network.

That was my guess as to what was going on and what I was
badly explaining. I was guessing that a virtual machine image
(aka appliance) was being moved from computer to computer
and either the virtual machine or the appliance was being given
different virtual MAC addresses as a result, but had its IP
settings set to use the same IP wherever it went.

Everything I said in explanation is, I believe, accurate, but now
that I think about it I begin to wonder if I'm not wrong about
my assumption that the virtual MAC address is NOT fixed by
the image/appliance. I had been assuming (largely because I
was trying to explain what I saw) that the virtual MAC address
might be determined either by a fixed install of the virtual
machine on different computers (randomly chosen at time of
install) or that the virtual MAC address was generated
randomly at guest OS runtime. As I think about it more, it
would make more sense if the virtual MAC address was fixed at
appliance creation time, and would thus be the same wherever
the appliance was moved. However, this would not invalidate
my guess, it would just change it. Instead of the virtual
machine being moved (the same appliance moved from one
computer to the other), there could instead be multiple cloned
virtual machine appliances. Mystery Person has the appliance
on their desktop, and Mystery Person also has a clone of the
appliance on their laptop. There is a mechanism for cloning
VMware appliances, and I bet it involves altering a few key
things to avoid conflicts, this an appliance’s virtual MAC address
being one of them. Since they would have used the same IP,
the original and the clone couldn’t both run at the same time
without conflict, but if it was the same person running both,
they likely wouldn’t need to.

Obviously please correct me if I've said anything that is
incorrect or unclear.

Reply

darrman says:
April 8, 2010 at 4:03 pm
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Thank You for a great read...
so you never got to look at “full sized “pictures?

to compare with orignal and “improved’ pics would have been a Eye
opener

ty
Reply

Ophiuchus says: k 1
April 8, 2010 at 4:17 pm :m:

Excellent....
What jumps to mind, is that they were not anticipating everyone knowing

the continued life of the Rovers! They thought you would see them dead
and long gone. While they continued there use!l?

Reply
John Martin says: }714
April 8, 2010 at 6:40 pm [T |

YT
Very interesting indeed. If you would have read page 4 and page 22 in
ATS, I suspected you found the Quantum Entanglement tech. Didn’t you
ever question what the Quantum Sciences and Technology Group was
doing at your site? You've opened a can of worms. This may be good or it
may become bad. Be safe, because the M.I.C. will not look favorably

upon you.

Reply
astroengineer says: o™
April 9, 2010 at 8:34 am ’J-m‘

There was nothing to question, really, the Quantum Sciences
and Technology Group at JPL never seemed mysterious. They
do quite a lot of conventionally unconventional stuff, everything
from work on making better atomic clocks to interferometry. I
knew someone slightly in the group working on a gravity
gradiometer (to map the fluctuations in gravity related to
changes in density and thickness of the planet) that was
supposed to go in a future Mars mission. He left before this
story began, but he never struck me as cloak and dagger.

Reply
John Martin says: ;714
April 9, 2010 at 8:37 pm [T |

Thank you for your reply. I'm still trying to get my
head around how this FTL communication is being
made possible. Has the DoD figured a way around
the quantum communication complexity of being
able to calculate values with less qubits of
information, thus requiring less hardware,firmware
and memory to download the image data? And also
the “why?” part is interesting. Perhaps this is what is
going on:

http://www.marsanomalyresearch.com/evidence-
reports/2009/163/moving-evidence.htm

Your story has added credence to my theories and
observations of other revelations that NASA and the
DoD have been working together on other missions
and projects.
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Harv says:
April 8, 2010 at 8:21 pm

John-

Very interesting read. I accept it because you seem sincere,
knowledgeable, and have absolutely nothing to gain by this effort except
to get the truth out. I recognize that your personal intregrity demands
that from you-even if at an expense.

There are those of us, quite unscientific, that come to the Mars “situation”
in a far different manner. But there is a convergence coming. That is
evident.

One question I have about the thumbnails which you need not answer:
Were any of the blackout boxes in the Martian atmosphere or were all at
ground level?

HH
Reply

astroenginqueer says: orEIo
April 8, 2010 at 9:27 pm }11_&

So you're telling me you're so concerned with preserving you and your
friend’s identity yet in the end you tell us that you left NASA right after
Mitchell left as well. Do you realize how easy it would be to find out who
you and then your friend ARE just from that little tidbit of knowledge
alone? What a sham.

Reply

astroengineer says: v v
April 8, 2010 at 10:44 pm

I have stated clearly that some non-critical elements have
been invented and others distorted such that suspicion would
be cast upon many people. Only by doing so can anonymity be
protected. I will thus not comment on the truth of any specific
non-critical item like this.

I read a clever murder-mystery book a few years ago and in it
the main character was trying to get away with the murder of
his boss. He realized he could not count on leaving NONE of his
own DNA at the scene of the crime, that was just not practical
(and very likely was impossible). Instead he did the easier
thing, he quietly collected and then left lots of other coworkers’
DNA at the crime scene. The police were thus less likely to find
the main character’s DNA, and even if they found his, they still
had no ability to pin the crime on him.

Reply

astroenginqueer says: wHH{

3
April 9, 2010 at 4:58 am Fest
J-EE T

Ok...that makes sense and I suspected if you were
smart enough you WOULD do that.

Same thing as the movie Gataca if you've ever seen
it. He deliberately places hair folicles not belonging
to him at the scene.

interesting says: [T 494 ¥
April 8, 2010 at 9:30 pm L AT

Astroengineer,
you mentioned in your story how there were other brief moments in your
NASA career that you suspected something but never gave it much



https://astroengineer.wordpress.com/

https://astroengineer.wordpress.com/2010/04/07/a-curiosity-of-spirit-full-document/

thought until after this whole occurrence. Can you please elaborate to us
either here in this comments section or on a new epilogue chapter what
those other things were that you were privy to during your years at NASA
that made you sort of raise an eyebrow......... ? It is quite interesting.

Reply

[ M)

el

simple says:
April 8, 2010 at 9:47 pm

[ =]

rl
n

Thank you for posting this. I've checked back several times last week
hoping for more updates. I was pleased to see that the entire story had

been posted yesterday.

If this really is a true story, which my instinct tells me it is, thank you for
bringing it public.

Reply
Joe says: (R
April 8, 2010 at 11:14 pm $HH3

s i
In general, if faster than light speed is possible, it is also possible to
travel back in time, or into the future. Perhaps the transformed rover
images hid the fact that the data received 18min early actually came from
the future, or the past. Obviously, with the consistency of the Martian
surface, it would be difficult to spot differences in scenery from one
moment to the next, unless you were specifically looking for it, i.e.,
perhaps the scenery in the images was altered because it would have
given away the fact that the images were from another time, and place,
on the Martian surface. Maybe that is the real reason they never send the
rovers up mountains, and craters aren’t much different than flat surfaces.

Reply

truthlayers says: *'Q'c;:*

April 9, 2010 at 12:30 am Lenss
Ll

astroengineer, I am presently a 28 yr gov.(GSFC) thermal engineer
working midnite shifts on the T/V test for MSL SAM, my gearhead
background disables me from understanding about 50% of your text, we
probably would still would have interesting conversations. Thank-you for
your courage.

Reply

ma_rcel says: i“i""%

April 9, 2010 at 3:03 am pet ¥
FF NN

linked you: http://aionen.punt.nl

also to my own website

gr.

Reply

Fortress says:

April 9, 2010 at 5:11 am

AstroEngineer,

I must admit that once I began to read this at work that I was so riveted
that I closed my office door and finished the whole account top to bottom.

I so hope that you are sincere and not just an extremely articulate story
teller. Your writing is superb. As an I.T. Professional, I believe it so far.

If I may offer an alternative theory, would it maybe not be possible that
the images that were being sent in parralel either to, or, from Mars are
actually images taken on earth only to appear as though they were taken
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on Mars?

Could it be that Mars is much more than we could ever realize, and that,
while the average employee working at JPL, NASA, etc.. thinks they are
recieving the extremely slower transmissions during the daily window of
opportunity, that maybe the blacked out portions are actually
recognizable features from a location on earth that needed to be blacked
out so as to not be recognized by someone with extensive knowledge of
earth terrain.

Otherwise, why blackout what may just be a typical feature such as rock,
or, sand dune? The faster transmission was desinged to ensure that the
images recieved by normal means were just images already previously
uploaded, only to come back down.

Does this make sense? Maybe not, but I had to try and offer some help at
least ¢

Please keep updating us.

Reply

DM says: ¥
April 9, 2010 at 6:48 am

Astroengineer, what about the Opportunity? Did you ever look into if the
other rover was subject to the same theories & manipulation you are
speculating on?

Also, I have spent lots of time looking through the rover images online
mainly out of intrigue and curiosity for the unknown. Many times I come
across entire sets of images from a particular sol that have missing data,
but whats even more confusing to me, is in some instances groups of
entire sols are not available to view. Is this because data was just not
transmitted? It seems strange to have sol data available for 2 or 3 of the
cameras but not for all of them. Sometimes there is nothing available for
as many as 100 sols in a row. This just seems too obvious that certain
imagery is being withheld from the public. Can you speculate on this?

Reply

BiNgObOy14 says:
April 9, 2010 at 7:41 am

Great read Astroengineer!!!

Only one tiny question...

The way I understand quantum entanglement is that the two particles that
are entangled changes states simultaneously no matter the distance
between them.

So why was Spirit only quantum-signaling when Earth was “in sight”?

It should have been possible for it to send data all the time, even if the
“signal” had to go through the entire planet of Mars. (Which of course
doesn’'t make sense, as a quantum-signal would be all over the
universe(s)? instantly).

Reply

astroengineer says: v v
April 9, 2010 at 8:17 am XX

I apologize to people waiting for responses, I am trying to
address questions as I find time.

You are certainly correct in your understanding, at least so far
as I understand it. There should be no requirement that Earth
be LOS. Rich and I had two theories. The first was based on the
code he decompiled. The telecom code that initiated the
conventional transmissions was the location where the call was
made to use the mystery radio. It may have simply been the
easiest and most compact way from a programming point of
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view to hack the rover’s flight software, since the data
structures would already be assembled and populated at that
point in the code. We thought of a wilder possibility related to
the fact that conventional quantum physics still seems to say
that quantum teleportation does not allow faster than light
communication because of the need for a classical channel for
the data needed to read the qubits. We considered the idea
that perhaps this is why LOS was needed, the classical channel
would be a stream of data sent from Mars to Earth LOS via a
radio signal. That doesn’t solve anything, though, since now
we're back to the speed of light as a limitation. And we couldn’t
explain that, we just thought that since we really don't know
anything about the device in question, other than it seems to
use quantum teleportation, perhaps it has requirements that we
wouldn’t expect. In our Star Trek mode we began to imagine
all sorts of outlandish theories about the backwards in time
waves core to the transactional interpretation of quantum
mechanics that might somehow allow the rover to send the
needed classical (light speed) data backwards in time or
perhaps starting in the past so as to arrive in the present.
(That’s a complete misrepresentation of TIQM, btw.) We were
just in brainstorming mode trying to explain the unexplainable.

Our initial interpretation, based on the decompiled code,
certainly made the most sense. If you placed the calls to this
mystery radio elsewhere in code you would have needed to
rewrite a lot of functions and add a lot of code. You would boost
the size of the firmware, you might exceed the available size
for that firmware, you would increase the risk of bugs, you
would increase the memory usage, you would increase the risk
of detection. You’'d get a communication window that would be
7-8x larger, but perhaps the cost was far too high, and the
needs they perceived of this mystery radio not great enough.

Reply

ezequiel says: PRI
April 9, 2010 at 6:42 pm

on the top of that battery usage would be more
disguised when the mystery radio is used at the
same time as classic radio

>
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Son of Will says:
April 9, 2010 at 11:25 pm

i
A

PR

Considering that the FTL device was used primarily
to hide&augment the data from the photographs of
the traditional transmission, it would have no reason
to operate when the traditional transmission was not
being used.

Along with the fact that the instruments that monitor
power usage are sensitive enough for any unknown
power drain to raise flags among the technicians.
Simple.

BiNgObOy14 says:
April 9, 2010 at 8:03 am

Only one tiny question...

The way I understand quantum entanglement is that the two particles that
are entangled changes states simultaneously no matter the distance
between them.

So why was Spirit only quantum-signaling when Earth was “in sight”?

It should have been possible for it to send data all the time, even if the
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“signal” had to go through the entire planet of Mars. (Which of course
doesn’'t make sense, as a quantum-signal would be all over the
universe(s)? instantly).

Reply
Dennis Bohner says:
April 9, 2010 at 7:00 pm
I was considering that point and it seems that if they wish to
carry out a charade and remain consistent, that they would
ACT as if any communication was in ‘relative time’. Doing this
allows them to have a civilized existence and work on
everyone common clock.
Otherwise they would have to be on duty 24/7.
After all, they may be human.
Reply

scj says: 4 B

April 9, 2010 at 9:55 am
m T

It would be interesting to note that if a Quantum/FTL link was on Spirit
that there would also be a “buffer” which would “hold” the images to be
approved AND edited onboard Spirit even before being downlinked to a
location to hold the “sanitized” (black spot masked) images. If this were
the case, it would add new meaning to the term “compartmentalization”.
This would also add near “real-time” editing/viewing of snapped images.

If thumbnails were downloaded and were being used as “checks”, it is
possible that a program such as this “Stair Interpolation” is being used to
boost the resolution and check for any interesting visual data.

http://www.fredmiranda.com/Interpolation_Plugin/

Reply

bk says:
April 9, 2010 at 12:07 pm

Concerning the last question. Perhaps transmission could be made
anytime, but if the point was to be secret about the editing it would seem
wiser on the part of the constructor of the system to make the
transmission coincide with the regular transmission, no?

I just want to say it is a great article to read, simply fascinating. Makes
my imagine all kinds of other breakthroughs have occurred that we are
not hearing about.

Reply
Dennis Bohner says:
May 13, 2010 at 8:21 pm
I posted that thought five hours earlier. I apologize for not
writing in caps.
Just busting your chops.
Reply
Jes_t says: E;;E
April 9, 2010 at 5:36 pm OO0
A IRL/

ATS is turning into one huge attack site, the Mods do zero to stop this, the
owners have “sold-out”. Being a skeptic is extremely important and every
story must start with a healthy dose of it BUT troll cowards like Old
Dagger, Southern Guardian, Mr Mask, Weedwhacker and child minded
punks like Dereks are being allowed to intimidate anyone who posts a
new idea or question.. and these people (above) are NOT Skeptics,
because they have no proof to counter what they are attacking, they
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simply insult & degrade but never get banned. Just look at some of the
punks here in your blog, who are from ATS, like “astroenginQueer” (NOTE
the child like “queer”, attempting to mock this OP)

ATS has pathetically allowed it self to be controlled by vile, for shame
Overlord.

AstroEngineer, Thank you for posting this important information and
never allow a few POS to get under your skin. ATS is not the only place
on the web to be heard... FAR from it.

Reply

ezequiel says: FrmT
April 9, 2010 at 6:36 pm

I would love to know more about unonimouz weeb prowzing

Reply

Dennis Bohner says: Eﬂ
April 9, 2010 at 6:55 pm

A question came to mind about the transmission lag on that possible
quantum link. Exactly how long was the lag noted. It seems that a minute
is cited indirectly (20 minutes for the regular transmission and 19 noted
on the Q-link,) This would equate to about 11 million miles at the speed of
light. This form of communication is supposed to be instantaneous.

Do we know or have any thing at this distance from us?

I can’t think of any LaGrange points that far out.

If these folks had this type of technology who knows what else they may
have? Perhaps they have a station to receive this form of communication
from all of the space missions and it's off planet. Perhaps it takes
computation time to decide what to allow to be seen by the less
privileged?

Skipper feels that ALL data is corrupted, much of it done by Als.

Any other proposals for this discrepancy in lag times?

Reply
Dan H. says: Ela-ea
April 9, 2010 at 7:43 pm

wids

Wow. Thank you very much for this information. I'm a Linux/IT guy and
interested in space exploration. As such, this story has been on my mind
since you first brought it to ATS. JC referred to this as being “nerd porn”.
LOL... Great stuff.

Reply

astroengineer says: o™
April 9, 2010 at 11:40 pm i

The “nerd porn” comment gave me a nice moment of levity. So
much anxiety has been attached to this topic for so long that
being able to glimpse it from another’s somewhat humorously
detached and nerdy point of view provides a strange sort of

relief.
Reply
Tyler S. says: @®r
May 5, 2010 at 6:52 pm 4

Linux/IT guy too... I concur! This is one of the best read’s I've
had in a long time! Thoroughly enjoyed it and COULD NOT stop
until finished! I was thinking ‘epic geek mystery/drama’ as a
descriptive label before I read the comments and saw various
‘nerd porn’ references! ;>

Throughout, I was definately thinking, this sort of ‘geek drama’



http://none/
https://astroengineer.wordpress.com/

https://astroengineer.wordpress.com/2010/04/07/a-curiosity-of-spirit-full-document/

needs to be in books and movies - think hollywood is
overlooking a genre! THANKS AstroEngineer for sharing this -
all the best!

Reply

Wow, so true Jest says:

April 9, 2010 at 8:31 pm E g

Thank You for sharing AstroEngineer, I find your words truthful and well
written. Forget ATS, they are no longer a true place to find out facts or
what is going on behind our backs. Sadly, over the course of the last few
years ATS has been inundated by attack trolls who one mission is to
pressure people from coming forwards and the owners do nothing about
it, they only appear to ban a few fake newbie accounts but leave the
people “Jest” listed untouched, so that they can intimidate at will.

So, Well said Jest! Those ATS creeps you listed, are truly destroying ATS.

Just look what ATS did to AstroEngineer, closing his thread but why? He
posted his thread in "The Gray Area” section, which states:

“The Gray Area is a discussion forum that provides a dedicated area for
members to post their confessions, disclosures, and related extraordinary
personal experiences. Like the highly speculative Skunk Works forum,
The Gray Area will tolerate topics that MAY BE UNUSUALLY HYPOTHETICAL
or UNPROVEN for the purpose of vetting the stories of thread-starters by
the ATS membership at large.”

ATS breaks it own rules time & time again. They ban members for no
reason, suddenly close a thread and “off topic” anyone who simply
demands to know what/why said thread or member was banned!

Reply
Daniel says: b
April 9, 2010 at 8:31 pm rl‘: )

You do realize that even if you connected through 100 encrypted proxies
it’s still possible to trace back the computer you are connected from? I
hope you are connected from a wireless network using your Asus EEE PC
which by the way means you quit your job at the end of 2007, you are
not careful and paranoid enough AstroEngineer.

Thank you for your story I believe you,
Daniel.

Reply

astroengineer says: v v
April 9, 2010 at 11:34 pm i

I hate to disagree with someone thanking me and trying to help
me be safe, but I do not believe you are factually correct on a
few points.

You are correct that encrypted proxies in and of themselves do
not provide anonymization, but a well chosen browser leading
to a filtering proxy leading to an ssh tunnel exiting in a foreign
nation unfriendly to the US leading to well designed chained
encrypted proxies provides a strong level of untraceability. And
there are some other pieces I'll save for my post on the topic.

As for the Asus EEE PC. You may be correct about when they
were first available without being correct about when I
purchased mine.

Reply
Xor says: :""‘1;
April 11, 2010 at 5:30 am :’!‘.'
-
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Hi Astroengineer. I assume you are familiar with the
TOR network ? It is far superior to using proxies.

Also on the topic of keeping safe ... I would suggest
becoming familiar with PSIINT and the capabilities
currently available to anybody you may have upset.

Specifically what I refer to would be dedicated teams
of remote viewers and/or dowsers, whom could
identify or find you and your friend. Imaging hard
drives is an immediate response measure, if they
found nothing at the time, the case may have been
considered closed.. but I suppose it is reasonable to
assume this blog may have re-ignited a candle.

At the end of the day, I suppose it depends how
valuable this information is to them and whether you
decide to release any evidence, if you were going to
than time is always of the essence.

I would begin here if you are interested in seeing

their capabilities. If I can offer any assistance please

let me know.
http://www.remoteviewed.com/remote_viewing_results.htm

Bellesarius says: L
April 9, 2010 at 9:58 pm s HH

"4 e

Fascinating story.. MITM and other attacks are very interesting and Rich is
obviously very clever. Few devs have anything beyond rudimentary
networking knowledge, much less the ability to build to build effective
MITM systems.. although they are not rocket science so to speak. The
sloppiness of the client software not validating the source of the cert
issued to it is strange, unless Rich was exploiting SSL handshake
vulnerabilities that are know but difficult to execute save with effective
root access and extremely detailed knowledge which would be consistent
with your explanation of Rich’s acumen. To even spin a story with the
level of technical specificity and details as presented would make faking
this difficult although I can’t rule out your posting be an elaborate false
flag ruse. Nonetheless, it's a great yarn and I can definitely vouch for the
internal consistency the story from a security and networking perspective
whether true or false.

Virtual MAC address assignment varies depending on the virtualization
software being used and the Virtual Machine (VM) network configuration
on the host. In VMware NATting results in traffic coming from the same IP
and source from the host MAC configuration.

In bridging mode the host networking shim will assign a MAC address to
the VM by default which will be used by the virtualized OS when
requesting an IP address. When moving VMs from machine to machine
the host vm software will typically assign a different MAC address. As I do
this often with VMWare I often have problems with software license
systems which typically use simple encoded MACs to protect illicit
copying. Basically the software creates an encrypted hash of the mac
address at install and then compares the hash of the current NIC or list of
NICs to validate. MAC address assignments can be overwritten by either
the OS or via explicit configuration of the VM config in the host networking
configuration, but only a user with explicit knowledge of the behavior and
and root/admin privileges would be able to do it. Only a professionally
experienced admin or network expert would know about this behavior
and so the theory of a vm instance being moved from machine to
machine at whim resulting in different mac addresses would be a
plausible explanation for the observed behavior.

Another aspect of the story that rings true with my real world experience
is the overall lack or consistent rigor when applied to servers in typical



http://www.remoteviewed.com/remote_viewing_results.htm

https://astroengineer.wordpress.com/2010/04/07/a-curiosity-of-spirit-full-document/

corporate environments. It's quite clear the behavior was at the very
least highly illicit and in violation of government and regulatory policy, but
also quite likely illegal. Sloppy network client-server programming
especially susceptible to MITM attacks are common and annoyingly all to
commonplace. Finally, the fact this pattern of behavior went on for so long
undetected is, frankly, astonishing, but not surprising or incongruent in all
but the most paranoid of computing environments. So, these aspects of
the story and the ability of Rich to worm his way through various systems
undetected albeit difficult, from a technical networkings/sysadmin/security
perspective rings quite true and I'm unable to punch a significant hole in it
which is no mean feat, but by no means should be interpreted as an
ironclad endorsement of the other scientific aspects of the story. Had the
admins deployed some simple countermeasures, however, Richs’ illicit
actions would have been detected and aroused the attention of admins.
Most don't, so it’s not inconsistent with the overall narrative.

I have to say, the only aspect that doesn’t seem to fit has to do with the
drive imaging. If in fact a forensics expert did image the drive of the
machine then hidden partitions would have been disclosed and
consequently aroused serious suspicion resulting most likely in hidden
tracking trojans inserted to capture inputs required to mount and decrypt
them. So, either they were quite incompetent (possible), it was a general
sweep conducted by an obtuse compliance group, or it's an elaborate
ruse. I suspect that if suspicion was aroused sufficiently to warrant a
midnight forensic raid on hard drives that the boom would have been
rapidly lowered. Also running wireshark in a NOCC should have raised
some serious flags, but it's plausible sniff detection software was
deployed on this “trusted” network. These aspects of the story are the
most suspect and I would be interested in you clarifying them a bit if so
desired.

Regardless, a very enjoyable read!

Reply

astroengineer says: v v
April 9, 2010 at 11:17 pm

Regarding the MITM attack, it's really not my area, so I'm not
sure exactly what the code Rich was using did or in what way it
did it. I remember he found the code at the same place he got
most of his root-getting exploits. but whether it implemented
the SSL handshake vulnerability you mention I couldn’t say.

Regarding the VM MC issue, excellent, thanks for the insight
and confirmation. You clearly have an impressive depth of
knowledge in several areas.

Regarding the drive imaging. I likely explained it poorly, let me
try again. I was not talking about a traditional hidden drive
partition. I was talking about a hidden volume as found in on
the fly disk encryption solutions. You are likely familiar with
them, but for those who aren’t: You have an encrypted volume
which you mount with a password. If you supply password
“foo” the volume mounts with one set of contents. If you supply
password “bar” the HIDDEN volume mounts with a very
different set of contents. No one can determine through
analysis whether a reasonably populated volume has a hidden
volume inside of it or not. Hopefuly that clears up the specific
concern you mention. I must restate that I am not confirming
or denying this particular aspect of the experience as factual.
This may or may not be a detail I added.

Reply

Zaphod says: Ca_rd
April 14, 2010 at 12:55 pm rilhy

.
The MITM attack originally raised my eyebrows as
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well until I realized it was being deployed on the
same server. As Rich had admin on the server, and
hence access to the key store, there was no SSL cert
vulnerability as they were actually using the real SSL
cert.

macproguy says: [desespr]
April 10, 2010 at 2:48 am g g

Very, very interesting article, and quite an enthralling read. As some
other people have asked on here, why not release the images online or
something?

The FTL communication device would probably be also onboard the New
Horizons probe as it was launched a couple years after Spirit/Odyssesy
and the technical specifications of a probe to transmit data from the
distance of pluto to earth which at its best would be roughly 5 1/2 hours
to a maximum of 11 hours for transmitting the data.

[I apologize but I felt the need to edit this post to remove speculation
about Rich’s religion. - John]

Reply

astroengineer says: v v
April 10, 2010 at 12:14 pm

I have no knowledge of similar radios on other vehicles, not
even on Opportunity (Spirit's twin), but it would seem
inconceivable to me that having such a device you wouldn't
include it all future missions; there could of course be other
limiting factors, budget, materials, secrecy, etc. Sadly I know
of no way to learn this without hearing from people in those
programs who may know something.

On the issue of images. I wish things had happened differently.
I realize it may sound ridiculous to people who have not been
in my situation, but I did destroy my copy of the data. I
thought I was minutes or hours from being searched or
arrested and having my entire life come apart. In moments like
those you don’t think rationally, you just want the anxiety to
end. No amount of encryption made me feel safe, how could I
be sure I wouldn't give them the encryption key myself under
duress? And I told myself it was okay to destroy my copy
because Rich would still have his copy, and he’s a sturdier
fellow than I.

The situation with Rich is complicated. Our friendship is not
what it was. He chose to stay. And with that decision (or lack of
a decision) he seemed to choose how he wants to handle the
situation, and deal with what he learned. He won’t speak to me
about any of this stuff any more, since weeks before I left. Itis
very isolating, it's probably why I eventually felt the need to
share elsewhere, on ATS and now on this blog. I hope he has a
change of heart, I miss his friendship and our synergistic
collaborations. I still cling to the idea that one day maybe I’ll
know the right thing to say to him to restore us back to our
former friendship, and the honesty and openness we once
shared. But, that may not happen.

Reply

macproguy says: e
April 10, 2010 at 1:51 pm g!g

Ahh okay, well T am just asking about the files
because the skeptic in me is asking for proof.

When you deleted the files, were they zeroed out or
just deleted? Like could a recovery tool analyze the
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blocks and get some of the deleted data?

I was also thinking about the other implications of
such a device terrestrially. It would be an invaluable
tool for communication with submarines as of now in
the public world there is no effective way to
communicate under all that water.

curiousone says: e
April 10, 2010 at 11:02 pm E;E
% ] i

Astroengineer,

You said that a certain IP block had been reserved for Department of
Defense. You must have known this already apparently. Were you not
ever curious or apprehensive about why DoD would have an entire IP
block reserved in your servers? What did you think of this previously
prior to finding all this FTL stuff? Did you have any suspicions regarding
DoD or was it for some reason normal for them to have space there and if

so, why??

Reply
astroengineer says: o™
April 11, 2010 at 12:48 am XX

Sorry, I may not have been clear. The IP block I was referring
to was nothing local to our network. The external IP I found
was in the range of one of the DoD blocks defined in the Class
A address blocks. As an aside, I was initially somewhat
surprised to discover that the DoD has quite a few blocks
assigned; but this makes some sense given that the Internet
started off as the ARPANET which was created by DARPA which
is part of DoD.

As for your other question, no, I had no idea that the DoD
might be involved. There had long been speculation that NASA
and DoD might at some point work more closely together. It
wasn’t a possibility that I or anyone I worked with was excited
about, they are two very different cultures and we knew we’d
be the ones who suffered as a result. But the theory was that it
might mean more funding for NASA projects generally, through
an increased budget that would result from the cost savings of
having the government not funding duplicate research
programs (for example, certain NASA satellites and similar
military ones).

Reply

curiousone says: wHH{

u
A

April 11, 2010 at 2:39 pm *e
5 5 Eiin

But how did you know that IP block was assigned to
DoD? I find it difficult to believe it would say in the
address book "“Department of Defense” so clearly
and openly especially if this whole operation was
apparently clandestine. I would think it would be
encrypted knowledge like an IP block considering of
numbers/letters that someone in the know will be
able to tell that is the DoD’s block, etc.

Otherwise if it was clearly written in the address
book “Oh this belongs to the DoD” wouldn't other
people at NASA before you have questioned that and
said “Gee, why is there a DoD block here?”

Zaphod says: Gy O
April 14, 2010 at 1:01 pm rilhy
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http://en.wikipedia.org/wiki/List_of assigned_/8_IP_address_blocks

Many of the primary DoD blocks are well known, this really isn't
a secret or mystery.

Reply
John Martin says: FFI!
April 11, 2010 at 3:29 pm ol

b ada
Today I was watching the latest episode of FlashForward (episode 15),
and one of the characters mentioned that him and his co-worker were
working on a Quantum Entanglement Device. I about fell out of my chair
when I heard that reference. Especially after AstroEngineer’s revelation.
Sometimes TPTB dole out bits of information to the unwashed masses to
desensitize them.
On a related note, not too long ago I read somewhere (I will have to find
the article) that quantum entanglement information transmission was
being done, but at very short distances of inches from what I remember.

Reply
Non-Relativistic lenght contracted Bunny says: P
April 12, 2010 at 5:15 pm ::'u;::

I can only say, the system worked well, since no secret information or
proof for its existence has been revealed. To make that point clear:
Military superiority in space belongs to the core tasks of a super power. I
think, everybody knows, earth’s orbit (neither LEO nor GEO) isn’t longer a
safe place, since satellites can be knocked out easily by an enemy with
rather simple means.

Hence, other, advanced technologies are required that make
interplanetary distances and communication time delays unimportant.
Unfortunately, these technologies can not be released to the general
populace, since these are mindbogglingly dangerous, and, any disclosure
had a serious impact to the global military balance and international
security. Military agencies however are all but stubborn. There is a lot of
fantasy. It's not a secret, the US DoD sponsored and co-authored one of
the most successful and longest lasting SF-TV-shows in the history of

humanity.

Reply

Life on Mars? says: Saal
April 13, 2010 at 3:12 pm i}!_!i-'

Re: “What pieces of this puzzle do you have?”

I listened to a 6-hour interview with Andrew D. Basiago, who claims that
he was part of a time traveling Project Pegasus as a child, quantum
teleported to Mars twice as a teenager where he saw Martian life forms,
and as an adult wrote a paper analyzing the PIA10214 image from the
Mars spirit claiming that it contained evidence of Life on Mars:

@‘ Part 1/39 A Conversation with Andre... ¢
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Click to access mars—andrew-d.-basiago—the-discovery-of-life-on-mars—
12-12-08.pdf

On the surface, it's quite an unbelievable story. But Basiago is a good
enough storyteller to make it seem plausible. His story pushes the limits
and boundaries on what I'm able to personally believe, and Basiago’s
time travel and quantum teleportation stories actually seem more
believable than his “Life on Mars” photo analysis interpretations.

The only reason I bring it up is that if there was indeed life on Mars, and
the DoD watchers were able to discern that from thumbnail images, then
perhaps there would be a plausible motive for The Powers That Be to be
monitoring and scrubbing images before they were downlinked. And if not
images of actual martian life forms, then certainly more plausible to be
hiding any artifacts of previous life.

Your account is also very lucid, compelling and too detailed to be
completely made up. And if it is, then you are an excellent storyteller.

Reply

macproguy says: [desespr]

April 13, 2010 at 11:46 pm [t
P P P

The other day I was thinking about this and the possible implications with
government and the transferring of data. It seems like even
communication from government to government would be greatly
benefitted by such a communication protocol. It could be used to securely
transmit information or if it is not fast enough, something akin to QKD or
quantum key distribution. The transferring of SHA1 keys over a secure
quantum entangled communication line and then the decrypting of data. It
would effectively make tracking any sort of communication irrelevant, as
you could be anywhere in the world, use one of these devices and
communicate without the need of satellites or cell towers.

But most of all, what I am most curious about is how they set up the
entanglement in the first place, is it tunable to be able to receive or send
different things on both ends, or does the sender and receiver need to be
together at the creation of entanglement,or is it possible for someone to
build an entanglement device & interfere with the spirit remotely?

These are all questions that open up a huge new realm of data
transmission possibilities.

- Jack

Reply

astroengineer says: v v
April 14, 2010 at 10:44 am i

We are certainly in the realms of pure speculation. I think you
are correct in many of the things you identify as amazing
possible benefits of this technology.

There are some points I didn’t address in my story that bother
me, that I wish I could understand, but it feels a bit fruitless to
wonder over them too much when there is no data.

1) Why was the bandwidth so slow? If our measurements were
correct, the FTL channel was only doing about 30 kbps. Is that
a hard limit related to the laws of quantum physics involved?
Or is it just that they haven’'t perfected the quantum
teleportation radio?

2) As I understood it, entangled particles are destroyed once
the qubit is read back into a bit. And for particles to be
entangled they must originate in the same place. To transmit a
10 kb file you would need 80,000 qubits which means 80,000
particles (presumably electrons). And all those electrons would
need to have been shipped from Earth with the rover when it
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launched. Multiply that by all the data they’ve likely transmitted
and you're talking billions of entangled electrons you’d need to
send with the rover. Electrons are tiny so size may not be a
problem, but I would think all of those entangled electrons
would need to be read in a particular order, so the same
entangled electron on Earth is changed at the same time its
twin is read on Mars. How do you keep billions of electrons
perfectly ordered? I have no idea. I did have one thought on
how they could implement this system without needing to ship
all the entangled particles with the rover. I read about the
experiments designed to test the quantum entanglement
between Earth and a satellite, where the satellite does the
reading of the qubit. Perhaps they use a similar approach and
can send unused entangled particles to the rover from Earth (at
light speed) where they are buffered and then only used as
needed.

3) The obvious question, how do they work around the light
speed limitation? How do they read the qubit without requiring
the classical information most scientists say is required?

These are some of the specific mysteries I wish I had answers
to.

John

Reply

Zaphod says: e
April 14, 2010 at 1:09 pm rilhy

.
Regarding the data rate (and yes, complete raw
speculation, but I thought of this while reading the
account before I saw this question). Could the
onboard radio actually be simply an oboard radio
transmitting to a sat in geo-mars orbit? That sat is
actually the glink testbed?

astroengineer says: v v
April 14, 2010 at 2:08 pm XX

This is exactly the sort of feedback I was hoping to
get. Thank you! We had failed to consider that as an
option, and it is certainly worth considering. I can't
believe we didn't.

Here’s what I see as the pros and cons of this idea:

Pros

- Spirit no longer needs to have a quantum
teleportation radio on board, the mystery radio
would thus be a normal UHF or VHF radio to talk to
an orbiter with a QT radio. This is a huge pro. We
can only speculate as to what a QT radio might
require in energy or physical space, but if it's on the
MRO those restrictions would be lessened.

- MRO would have been the orbiter most likely to
contain a QT radio, it could have been a secret part
of the Electra radio package.

- MRO launched over 2 years after Spirit, giving the
technology a little more time to mature. A weak pro,
but still a pro.

- MRO gets less attention than MER, and information
about it is more tightly controlled. It may have been
easier to put something on board MRO in the Electra
package than on a rover.

Cons
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- UHF communication between satellite and rover
should have been MUCH faster than what we saw,
but perhaps they weren’t using UHF, or perhaps they
had to transmit slower so as not to interfere with
normal (non-secret) transmissions

- The transmission windows we observed
corresponded to the time Earth rose over Mars, NOT
(as far as I know) the times when the MRO would
have been overhead Spirit. Spirit can only transmit
to MRO LOS. I'm not sure I have a counter argument
to this, unless Mars has just enough of an
atmosphere that low bandwidth signals (such as we
observed) would be able to penetrate and then skip
along their equivalent of an ionosphere (as short
wave signals can on Earth).

Anyway, this definitely deserves more thought and
analysis. Thanks again for suggesting it! Fantastic.

John

macproguy says: [y

April 14, 2010 at 4:12 pm
P P P

Looking at your article,it seems pretty clear that the
QT radio would have to be onboard the rover, how
else would it be making function calls to it and using
a heck of a lot less power than if it was a UHF or
some other kind of radio? I thought the power
needed for this would have to be minimal as to avoid
suspicion and also relatively small as where would
they put it onboard?

What is also interesting is that as of last year, the QT
radio was still in use, correct? Then there are some
things that can’t be done easily without it (ex two
way communication). It also appears that this does
not need to be line of sight, but they hid it near the
other transmissions as to avoid suspicion.

-Jack

Also in relation to this blog, it would be nice to be
able to reply more than twice to a comment.

astroengineer says: v v
April 14, 2010 at 7:02 pm

I don't think the function call issue you raise would
be an issue, assuming the LOS wasn’t a limiting
factor (which I think it would be). The orbiter and
rover are near enough that the function calls would
seem nearly instantaneous to us. The latency would
be in the hundreds of milliseconds, I'd suspect, and
we likely wouldn’t have noticed that what with the
delays over the low bandwidth connection. The
power issue is a definite issue and you are right to
point it out; I was remiss in not listing that as a con.
I am not sure what the power requirements would
be, though, for this sort of low bandwidth orbiter
communicating radio. Power requirements and
bandwidth are related in this sort of setup, so this
could explain why the bandwidth was low, so as not
to draw too much power. Of course perhaps this
might have been yet another reason why the
telecom code transmitted via the mystery radio at
the same time it transmitted direct to earth. The
lower power drain of the mystery radio being largely
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obscured by the much higher power of the regular
radio. I still think we should have noticed it, but as
we had no absolute reference we may have missed
it. The QT radio on MRO is a very appealing
explanation, I really wish I could find evidence to
support it. The main obstacle for me still comes back
to the LOS issue, and I just don't know anything
about radio transmissions on Mars and whether an
orbiter could under any reasonable circumstances
reach a rover on the other side of Mars. If there’s no
way to do that at lower power, then this hypothesis is
sadly dead.

As to the reply limit, I'm not sure I understand. I see
no such limits to modify.

Dukeee says:
April 14, 2010 at 9:40 am

http://www.universetoday.com/2009/06/30/device-makes-radio-waves-
travel-faster-than-light/

Has anybody seen this already?

Reply
astroengineer says: o™
April 14, 2010 at 10:12 am Ry
I read the article hoping it might validate what I believe I
observed, but sadly I don't think it does. I think the author of
the article was really misinterpreting the science. The article
comments pretty much say that just that. Thanks for linking to
it, maybe someone else can show me I am reading it wrong.
John
Reply

macproguy says: [y

April 14, 2010 at 7:56 pm g!

As I was looking up some technical data on the MER, it doesnt seem like
there is much space left in there for the QT. I would assume that it would
reside in the WEB as where else would it be? What I wonder the most is,
where would this device be put? would it be put inside another device to
mask its weight and to reduce how many people see it?

I found this image of the inside of the WEB, but I really am curious where
the QT would be put.

3

Reply

macproguy says: [
April 15, 2010 at 1:11 am g!g
Wouldn’t the QT if it were on the rover probably be in the WEB? but I was
looking at some schematics and the web is relatively small. It might make
sense to hide in inside some other device, but then again, why would it be
attached to the VME board directly. If this device really is true, its
amazing how small it is as well (if its onboard the rover), but if its on the
orbiter than they would have more room.

One part of me is surprised that this piece of technology is not publicly
available, but another agrees that the potential to mess up the
information systems industry, let alone the implications of the NSA and
the patriot act, I can see how this tech is still out of the public eye.

-Jack
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Reply

astroengineer says: v v
April 25, 2010 at 1:19 pm i

I wish I knew. I too looked at the publicly available diagrams
(the only ones we had access to, given Rich’s role), but we
really weren't able to hazard any meaningful guesses as to
where such a package could be located. We tried to guess
based on where cables might need to run from the VME card,
but that didn’t limit the field enough. Whatever the case I too
believe the quantum radio device would have needed to be
very small, for reasons of weight, and space, and energy draw.
Perhaps so it was so small that it was literally embedded on the
VME card itself. Obviously it's all purely speculation.

John

Reply

Vincent J Cataldi says: & 3
May 5, 2010 at 4:17 pm [

A real ‘Who done it’;

sniffing and spoofing, in Real Time;

highly educational and exciting; a MUST read..

Technically, it ‘rings true’; as well:
this has believable expert knowledge in

Packetized Network switching,

lower levels of ISO OSI,

routers, clients & servers - proxy & real,
port mapping, FATable exploitation,

“C"” to Unix - compiled and interpreted,
encryption, compression, imaging,

even the Spook tools: tar pits & black holes.

The ride was exciting and conVincing to me;

a thump to the heart from memory,

rmy experience was from a different perspective,
however the memory triggers anxiety.

Using ATT technical operations VP as my sluth,
the resources at his disposal still were unable
to solve, remove, eliminate my hacker puzzle;

then I came to terms with it,

my nemesis being not just Time Warner as
backbone service provider, but NSA too;
not-for-profit Internet II was not to be allowed.

I dropped the project like ‘John” !

I quit; only to help the slimeballs on Wall Street;
life can be funny and still make you cry.

Also: When I was in Huntsville, dealing with anomalies detection in highly
tested systems; the intolerable 44K mile round trip time lag using geo-
stationary satellites was the talk of interest at NASA, how to avoid that for
Real Time situational awareness;

that is likely more than twenty years ago.

Perhaps David Sereda is right; it's all in the harmonic differentials, not the
primary carrier waves’ frequencies.

Reply
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Blog says: -

May 12, 2010 at 10:31 pm

[...] T detailed in Curiosity of Spirit, cosmic rays can have peculiar and
devastating effects on electronic hardware. In most cases, like [...]

Reply
dukeee says:
May 20, 2010 at 8:11 am

Hey John,
Have you already read this?
http://www.abovetopsecret.com/forum/thread573267/pg1

Regards dukeee

Reply

Bander says: iﬁi

June 12, 2010 at 11:37 am & &
[ |

Sir, have you taken a look at J.P. Skippers site that was posted

previously?
http://www.marsanomalyresearch.com/

I have looked at every image there since I began reading your story and
the images at Tim Beech’s site here:

http://www.martianlifeforms.com/

There seems to be ample evidence of image tampering and possibly even

lifeforms.

Reply

Zaphod says: Gy O
December 2, 2011 at 2:11 pm o
Your thread came up today in another and I stumbled on another ATS
thread you may/may not be aware of.

http://www.abovetopsecret.com/forum/thread337165/pgl Clame is use of
gravitrons for ftl communications. Not stating it's true, but complimentary
to the ‘how the radio could work’ part of your story.

Reply
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